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Top 5 Global Risks in Terms of Likelihood
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A quick overview on historical trend of global risks
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In the last years the Global Risk Reports have drawn an outlook on the sharp evolution of the risks’ perceptions
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Economical & Up to 2014 , he most perceived risks in the international community

: i Financial were those having economical and financial nature

Environmental, . .
Geopolitical, Soon after, the perception has changed, with a prevalence of
Social & environmental, geopolitical, social and technological risks
Technological

Geopolitical & From 2016 to the present day, geopolitical and environmental
Environmental have ranked as top risks with the greatest impact

This can help us to take out relevant insights on risk governance and compliance



Perception of global risks
The evolving risk landscape 2007-2020

Operation Risks:

» My organization’s IT security
function lacks support of security
in the DevOps environment.

* My organization's IT securi

ity
function does not strictly enforce
acts of non-compliance to Top S Cyber Threats

security policies, standard Across World:
operating procedures, and 1 Ransomware
external requirements. 2 Phishing and engi
3 Denial of service (DoS)
4 Botnets
5 Manrin-the-middle attack

Top 5 Negative
Consequences of an Operational
Attack Across World: Risk
1 Stolen or damaged equipment ’ia\ Cyber Risk
= (a::sdt of outside consultants =
3. Customer tumover -
4. Reputation or brand damage Cyber Risk Index

5 Regulatory actions or lawsuits Elevated Risk
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Top 5 Security Risks in
o— Infrastructure Across World:
. . J Q\ 1 Mobile/remote employees

2 Cloud computing infrastructure
AR \ _.’ and providers
Human Infrastructure 3 Across third-party applications

. . . Capital Risk Risk 4 Malicious insiders
Human Capital Risks: SR

* My organization's IT security rt phon:
leader (C1SO) doesn't have e
sufficient authority and

resources to achieve a : .

strong security posture. Infrastructure Risks:
+ My organization's IT security

function lacks the ability to

% tekes locate the physical location of
Human CaptiakRisks: business-critical data assets

.m :;qanizatio;l‘s T 0iteiurlty ; and applications.
r does not re| o senior
b s agthe CEG, COO, « My organization doesn't make

appropriate investments in
leading-edged security
technologies such as machine
learning, automation,
orchestration, analytics,
and/or artificial

intelligence tools.
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In terms of
likelihood,

the growing
importance of
technological
risks

(connected to the
digital revolution
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highlighted




Likelihood

‘ Natural resource crises

Debt crises

Prolonged
stagnation

Impact

Infectious diseases

‘ Biodiversity loss

@ Livelihood crises
‘ Cybersecurity failure

Social cohesion erosion

@ Involuntary migration

Interstate relations fracture

‘ Climate action failure

‘ Human environmental damage

‘ Extreme weather

This is the top right-hand side where greatest
risks at a global level are placed

The pandemic emergency makes social
risks regarding infectious diseases the
paramount

In a similar position we find environmental
risks related to the failure of actions
aimed at mitigating climate emergency
risks

Other environmental risks (such as losses related
to biodiversity and deterioration of the habitat)
are immediately below.

The quadrant is completed with social (crisis due
to lack of livelihoods), technological
(Cybersecurity failures) and economic (debt
crisis and prolonged stagnation) risks



GRR 2022
Global Risks Perception Survey (GRPS) — short term
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The last report closes with deliberations on
strengthening resilience, drawing on the lessons of
the last two years in check from COVID-19
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GRR 2022
Perception in the medium and long term
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Social cohesion erosion 23.0% _ Biodiversity loss 97.0% _
Livelihood crises 20.1% _ Natural resource crises 23.0% _
2-5 years Debt crises 19.0% _ 510 years Human environmental damage 21.7% _
Human environmental damage 16.4% _ Social cohesion erosion 19.1% _
Geoeconomic confrontations 14.8% _ Involuntary migration 15.0% _
Cybersecurity failure 14.6% _ Adverse tech advances 14.9% _
Biodiversity loss 13.5% _ Geoeconomic confrontations 14.1% _
I R

Asset bubble burst 12.7% Geopolitical resource contestation  13.5%

Over a 10-year prospect, the health of the planet dominates concerns
“Debt crisis" and “Geo-economic conflicts" as among the most serious risks.

Technological risks do not appear among those most perceived in the long term. This is a
possible blind spot in risk perception.




