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Risk Assessment Process

Risk assessment is the identification and analysis of relevant risks to the achievement
of an organization’s objectives, for the purpose of determining how those risks should
be managed.

IA Standard 2010 — Planning

“The chief audit executive must establish a risk-based plan to determine the priorities
of the internal audit activity, consistent with the organization’s goals.”

Inherent Risk: the amount of risk that exists in the absence of controls. In other words,
before an organization implements any countermeasures at all, the risk they face is

BACK to inherent risk.
|BASICS |

Residual risk: the risk that remains after controls are accounted for. It’s the risk that .

Risk Response

Impact

remains after your organization has taken proper precautions.

m m x
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Risk-based internal auditing (RBIA)

lIA defines risk-based internal auditing (RBIA) as a methodology that links internal auditing
to an organisation’s overall risk management framework.

The implementation and ongoing operation of RBIA has three stages:

1. Assessing Risk Maturity

2. Periodic Audit Planning

3. Individual Audit Assignement

BACK to

| BASICS |

Risk Appetite: risk appetite can be defined as the amount of risk an organisation is
willing to take or accept in pursuit of its objectives.

Risk Tolerance: boundaries for risk taking, commonly expressed as a range of upper
and lower limit. Exposures outside the upper risk limit are unacceptable and outside
the risk appetite.

Risk Appetite and Risk Tolerance should be defined and approved by the Board of
Directors
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Extent of Risk Appetite

Risk Tolerance Level

Tolerance

(Acceptable)

Will operate in this area
after risks have been
effectively mitigated

Confident

Low Appetite
(Tolerable)

May operate in this
area where the value is

assessed os worthwhile,

but only after risks
have been effectively
mitigated

Limited Tolerance

Conservative

No Appetite
(Unacceptable)

Will not operate in this
area

Zero Tolerance
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Risk-based internal auditing (RBIA)

Overview of the three stages

Flow of auditwork ~ ——» ” Assess Risk
Source where possible — maturity

inarnal audt roports -3 Risk Register: DB/information repository an organization creates to
document the risks they face and the responses they’re taking to
address the risks.

Key Elements:

# i Jhaan * Risk description (what could go wrongs)
Flaming  Likelihood and potential impact ($/€) — Inherent measure
* Risk Rank

* Residual measure
* Risk Owner
* Action Plans for further mitigation

Audit
Assignments
Description Probability Impact Risk Rank  Owner Response Plan

“Procurement manager should include the
following terms in the contract:

- Weekly Reports.

- Weekly on-site meetings.

- Delays in the design delivery will
w“.’"mm . w"':;'. pmices 'm_”‘"“ directly impact the project 6 10 60  |D. Nizhebetskiy

- Delivery via collaboration system (e.g.
Invision)*

;;.:Jn;vmlubllvw of developers may D = iect HR together with
R for mobile pr are limited and on| O 8 8 64 D. Nizhebetskiy |Ann Smith and Ron Nagle

- Quality may suffer due to

multitasking. - Secure required resources.

B Associazione ltaliana
Internal Auditors
Aot

Educational use only — Copyright AIIA



Risk-based internal auditing (RBIA)
Risk Maturity

As we have seen in the previous slides, the first stage of RBIA is to review
the level of risk maturity.

There are three objectives to this stage, which are to:
* Assess the risk maturity of the organisation

* Report to management and to the audit committee on that assessment
* Agree an audit strategy
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Risk-based internal auditing (RBIA)
Risk Maturity

Maturity model
approach is based
on the principle
that effective risk
management
processes develop
and improve with
time as value is
added at each
phase in the
maturation
process.
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Strategy and
Governance

People

Process

Technology

- Individual effort
Little management
input

« Lack of training

Progress through th

——— e[ fOrMAnce through

= Responsibilities built into

existing roles
= Increased input from
management

Initial party data

Managed

e levels of m
both (i) controlle

aturity incre
d risks

« Dedicated roles
= Invested executives

within each silo

= Some training offered

= Adapted

Defined

Maturity of extended enterprise program

ases exte

« Awareness of value of

extended enterprise
across the organization
Enterprise-wide roles

= Executive ownership at

the enterprise |evel

Fully standardized
. with tools and data
FPraactive decision
making using analytics,
improving bottom-line

Integrated

nded enterprisé ——'————*

and (ii) enhanced benefits

= Trained professionals with

defined roles throughout
the lifecyde

- Executive champions

on both sides, aligning
service delivery to
strategic objectives

Processes aligned with

third parfiss
Continuous Imprevement

Optimized

>

Educational use only — Copyright AIIA



Risk-based internal auditing (RBIA)
Audit Strategy

The audit strategy selected depends upon the organisation's risk maturity. Risk naive
or risk aware organisations will be unable to implement RBIA straight away. However,
such organisations can benefit from some aspects of the audit strategies described
below.

There are three potential elements to an RBIA audit strategy:
1. the type of assurances that you expect to be able to give
2. the framework that will be used for your audit planning

3. the type of consulting services that you expect to provide.
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Risk-based internal auditing (RBIA)
Audit Strategy
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Audit Strategy (E):

= Management view of risk
drives audit plan

= Assurance on risk
management processes
& mitigation

= Consuiting as required

Audit Strategy (M):

* Management view of risk
drives audit plan

« Assurance on risk
management processes
& mitigation

= Consulting to improve
risk management

Audit Strategy (N):

* Report that no formal risk
management

= Consulting to champion
risk management

= Audit plan driven by
alternate framework

= Assurance on control
processes

Audit Strategy (A):

= Report poor risk
management

= Consuiting to champion
risk management

* Audit plan driven by
alternate framework

= Assurance on control

What is the processes

organisation’s
risk maturity?

Audit Strategy (D):

* Report risk management
deficiencies

= Consulting to embed risk
management

- Start with management view
of risk and supplement

= Assurance on risk
management policies
& on control processes
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6 Steps to a Good Risk Assessment Process

Step 6 Step 1

Revisit Annually Identify Your Risks

| Risk

’ Assessment —
Assess Risk Process Create Your Risk Library

Potential and Impact

Step 4 Step 3

Identify Controls l Identify Your
to Reduce Risks Risk Owners
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Risk Analysis

Business Plan”

lete depiction of how to build a risk

Key Risk Indicators: metrics used to manage current

BACK to - . .
BASICS and pOtentIaI exposure to Varlous Operatlonal’ Client Orders: the firm does not arrange for prompt, |[Number of errors related to
L"— financial, reputational, compliance, and strategic risks =~ ™" |fsransespesnonexeanonorctenconers _Jatertrsers

Ops Dept

Front office business units fail to identify, assess and |[Number of items recorded in

Risk De,
manage risks in the first line of defence the loss database Pt

002.16

B Associazione Italiana

Internal Auditors
ot
Educational use only — Copyright AIIA y



P N
Risk Identification — Risk Library

Consider what you define risk to be. A common
definition of risk is any event that negatively |
influences your ability to achieve your business
goals.

Financial Risks Nor-Financial Risks

Risks affect a company’s ability to survive,
successfully compete within the industry, and
maintain its financial strength and positive public
image as well as the overall quality of its products,
services and people.

SHYSII Z [9AeT]

Once you have analyzed your company’s risks, you
should begin to establish a company risk library.
The risk library provides the framework for the risk
assessment process. It summarizes and defines, in
a common repository, those risks to which the
company is exposed.
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Audit Universe

An

audit universe is the collective grouping of auditable ‘components’ — sometimes also called

auditable areas, units or entities — that support the development of the internal audit plan and help
to identify appropriate internal audit coverage that the chief audit executive (CAE) can then
prioritise. There are different ways this can be developed. The CAE may also consider whether an
audit universe is required at all.

The CAE can choose whether to create and/or maintain an audit universe based on factors such as:

the organisation's geographical reach

the market sector volatility

the activities undertaken by an organisation
the volume of organisational change

the risk and assurance requirements of an audit committee, board, and other key internal and
external stakeholders
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Diapositiva 14

Ug0 si potrebbe inserire un grafico sui fattori che incidono sull'audit univere. riportando tutto il testo del secondo capoverso nelle

note
Utente guest; 2022-02-14T710:47:22.408



Risk Matrix - Example

As organisations gain experience doing risk assessments, they may want to build on their qualitative
heat map by adding definitions to “Potential Impact” and “Likelihood” that quantify the terms.

Impact and probability are the two main components of Risk analysis. Looking at impact versus
probability is common in order to categorize and prioritize risks as some risks may have a severe

impact on projects objectives but only happen on rare occasions, while other have a moderate
impact but occur more frequently.

Impact or Severity

Incidental Minor Moderate Major Extreme
Insignificant Minor Moderate Major Catastrophic
Frequent
Likely
Probability or Likelihood .
Possible
Unlikely
Rare
\. Associazione Italiana S
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Impact Scale

5 .  Extreme : * Financial loss of $X million or more®
¥ . «International long-term negative media coverage; game-changing loss of
* market share
. » Significant prosecution and fines, litigation including class actions,
:  incarceration of leadership
» Significant injuries or fatalities to employees or third parties, such as
customers or vendors
: = Multiple senior leaders leave

4 Major : » Financial loss of $X million up to $X million
5 . *» National long-term negative media coverage:; significant loss of market share
: » Report to regulator requiring major project for corrective action
: » Limited in-patient care required for employees or third parties, such as
customers or vendors
- » Some senior managers leave, high turnover of experienced staff, not
perceived as employer of choice

3 . Moderate . * Financial loss of $X million up to $X million
: : » National short-term negative media coverage
. » Report of breach to regulator with immediate correction to be implemented
* Out-patient medical treatment required for employees or third parties, such
. as customers or vendors
. * Widespread staff morale problems and high turnover

2 : Minor * « Financial loss of $X million up to $X million
: : » Local reputational damage
: *» Reportable incident to regulator, no follow up
* No or minor injuries to employees or third parties, such as customers or vendors
* General staff morale problems and increase in turnover

1 . Incidental . * Financial loss up to $X million
: * Local media attention quickly remedied
* Not reportable to regulator
. * No injuries to employees or third parties, such as customers or vendors
- » Isolated staff dissatisfaction

Y L0 i .
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Likelihood Scale

Rating Annual Frequency
Descriptor : Definition

- Frequent
4 Likely
3 Possible
2 Unlikely
1 Rare

: Upto once in 2 years
: or more

: Once in 2 years up to
. once in 25 years

: Oncein 25 years up to
: once in 50 years

: Once in 50 years up
: to once in 100 years

: Once in 100 years or less

Probability

Descriptor

Almost
certain
Likely
Possible

Unlikely

Rare

Definition

90% or greater chance of
occurrence over life of asset or project

65% up to 90% chance of occurrence
over life of asset or project

35% up to 65% chance of occurrence
over life of asset or project

10% up to 35% chance of occurrence
over life of asset or project

<10% chance of occurrence over life
of asset or project
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Risk Analysis Output

The purpose of the risk analysis is the list of prioritized risks, with indication of: category
of belonging, type of risk, relevance, ownership, responses to existing risk, action plans
for risks positioned in an area of non-acceptability

Threat or
Opport.

Comments

Cause, Potential Impact Mitigation measures what we have done - Comments

Event

Sequence
No
Location
Added by
Date Added
Assessed by
robability (P)
Probability in
Project Period
Eco.Loss to P.
Eco.Loss 3P
Harm to ENV
Fat.&Inj. 3P
Risk Score
Overall
Final Score

= p
Delay
S| Fat.&Inj.Wrkrs
«
&
«
!
B
«
N
<
2| mitigation owner

-2 -3 -ja -5 7 -7 -8 |25 -9 - [
Contractual disputes

[
&
«
=
«
[ «
=
«
[
N

Importance of correct cost allocation during work
execution into two separate accountancy system 1) Open
Book 2)Unit Priced (TRV will be more involved in Open
Book Part)

Lack of clear definition of the borders between Open [We need to define the procurement process in every
Book and Unit Prices parts may cause mistakes in  [detail.

financial reports Definition has to be made clearly, otherwise there might Team 15.11.2017 PM Threat 3 | Rarely of4fojo
be conflict within collaboration, also questions about
efficiency. Plus Mistake may cause conflict
and financial loss.

More clear definitions needed for General Expenses and
cost related to Overheads.

Contract review meetings btw TRV and AGN started on April
PM 2018. Target of the meetings is to develop the same
understanding for the contract terms and conditions.

w
o
o
©

1 1 ]01.01 Undesirable

General

This is different than Astaldi and Giilermak used to work,
Adaptation to transparency has to be done as earliest as
possible, otherwise it will cause conflict which may lead

delay of financial compensation

The transparency adaptation meetings have been carried out
satisfactory during June 2018.

w
o
o
©
o
o
o

1 2 [ 01.02  Transparancy - OpenBook Team 15.11.2017 PM Threat 2 | Unlikely Medium 2 PM

General

Collaboration with AGN and TRV is an opportunity.
Collaboration is established by different parties from three
different countries which may cause different
understanding of Collaboration between the parties.
Astaldi and Glilermak working at several different
countries together and this two team holding 80% of teh

ium which make an possible in short

Very C i system is being i

N 3| 01.03 likely O [LO[SH( O o (RN EE PM with a series of actions, meetings, workshops, initiatives

Collaboration Team 15.11.2017 PM Opportunity | 5

General

time.

There might be also intemal risk between the consortium
members,

It may cause conflict in collaboration if not work, it is an
lopportunity if works very well.
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Risk Heat-Map

A risk heat map is a visualization tool which shows the different risks a company faces and how
impactful each of them are to the company. This helps open the discussion on the risk assessment

and management.

Exhibit 7: lllustrative Heat Map

Likelihood
-

Impact

Dots represent risk #1 - #n
Dot size reflects speed of onset:

@ VeryLow @ Low @ Medium @ High @ VeryHigh

1
2
3
4
5
6
7
8
9

-

0
n
12

n

ID  Risk

Supply chain disruption

: Customer preference shift
- Copper price rise >10%
Work stoppage > 1 week

. Economic downturn
Supplier consolidation
Local competitors enter

: New substitutes available
Cost of capital rise >5%

. Tighter emission standards
;40

: FCPA violation
: Exchange rate fluctuations

60 - Impairment of assets

| = Impact
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41
P43
: 44
40

38
39
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29
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27

16
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From the Risk Assessment to the Audit Plan

Audit Projects Prioritisation Process
Adjusted Risk Score

For each audit project (e.g. process, department, area) that we can include in the Audit Plan, an "overall weighted score" can be determined which takes
into account not only the risk analysis, but also other factors as showed below:

Added Value Complexity Prior Audit Audit Coverage
[ Inpact on Strategic Plan [] standardisation [] Last Audit Performed [ Assurance score
[ ] Economics Materiality [ Automation [] criticality highlighted [ Action Plans
Value at risk Outsourcing [ Audit Coverage [ Areas not covered
__ Materiality Audit _
Regulation Org. Evolution Score Score Follow Up
|:| Regulation Evolution and Changes |:| Grow Rate |:| Pending Actions
[ Audit mandatory per law [ Organisational Changes [ Gap Closed
External Certification New IT Systems |:| Follow-up Activity
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From the Risk Assessment to the Audit Plan

Audit Projects Prioritisation Process

Adjusted Risk Score

QUL

N

Risk

W

Prioritizing objectives & risks
Defining Risk Assessment Rigor

Setting Independent assurance level

Rating & Adjusting Residual Risks

Assurance Strategy
Score Risk Analysis W:50% Audit Activity Results W:30% Process Materiality W:20%
Audit Universe Level of Criticality | Last Audit TOTALSCORE Weighted
InerentRisk | Controllevel | ResidualRisk | TotalScore | Weighted ScoreA [ AfterActionPlan | Performed (Year) |  TotalCore | Weighted ScoreB | Economics Value |StretegicObjective |Compliance Impact|  TotalScore | Weighted Score C Score
[Auditable Unit 1 A 8 C D={AsC)/2 £=D'0,50 A B C={A4f) 0=C*0,30 A B C D={AsBeC)/3 £=0'0,20 | Weighted Score A+B+C
Auditable Unit 2
[Auditable Unit 3
[Auditable Unitd
[Auditable Unit 5
[Auditable Unit6
uditzble Unit 7]
ugitableUnit
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From the Risk Assessment to the Audit Plan

Audit Projects Prioritisation Process

Adjusted Risk Score

Performing the risk assessment, Internal Audit score each single auditable unit evaluating different drivers
(e.g. risk analysis, audit activity and materiality).

The result is a total score for each Auditable Unit.

Score Risk Analysis W:50% Audit Activity Results W:30% Process Materiality W:20%

it Univere Level of Criticality | Last Audit oo | WehedSared TOTALSCORE Weighted
IngrentRisk | Controllevel | ResidualRisk | TotalScore |Weighted ScoreA| AfterActionPlan | Performed (Year) Economics Value | Stretegic Objective | Compliance Impact|  TotalScore | Weighted Score C Score

A B ( DA+ |  E=D*050 A B CGAH) D=L A B ( DMBRC)3 | ED0X0 | Welghted Score A4BEC
Auditable Unit 7 0 7 50 3150 5 0 5 750 5 5 5 5000 100 55,00
Auditable Unit 2 5 0 5 50 1250 5 0 5 750 5 5 Bl B3 667 247
Auditable Unit3 10 50 % 50 3150 5 15 10 300 10 15 0 583 167 JENY
Auditable Unit 4 50 5 5 3150 18,75 50 I3 15 3150 I8 50 B 66,67 33 6958
Auditable Unit5 % 0 % 5000 50 7 5 10 30 5 5 B 406 83 63,33
Auditable Unit6 10 7 5 62,50 31,25 10 5 15 150 5 15 ] 5000 1000 8,5
Auditable Unit7 5 0 b 25,00 1250 5 0 5 750 Rl 75 5 500 100 300
Auditable Unit N I8 50 5 50,00 5,00 5 50 5 K| 100 100 ) 70 1500 6250
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From the Risk Assessment to the Audit Plan

Audit Projects Prioritisation Process

Adjusted Risk Score

Next step is to order the different auditable unit from the most relevant to the lowest

using the total score totalized, having in this way a prioritization of the possible

auditable unit to be included in the audit plan.

Score Risk Analysis W:50% Audit Activity Results W:30% Process Materiality W:20%

it Univere Level of Criticality | Last Audit oo | WehedSared TOTALSCORE Weighted
IngrentRisk | Controllevel | ResidualRisk | TotalScore |Weighted ScoreA| AfterActionPlan | Performed (Year) Economics Value | Stretegic Objective | Compliance Impact|  TotalScore | Weighted Score C Score

A B ( DA+ |  E=D*050 A B CGAH) D=L A B ( DMBRC)3 | ED0X0 | Welghted Score A4BEC
Auditable Unit 7 0 [ 50 3150 5 0 5 750 5 5 5 5000 100 55,00
Auditable Unit 2 5 0 5 50 1250 5 0 5 750 5 5 Bl B3 661 2147
Auditable Unit3 10 50 % 50 3150 5 15 10 300 10 15 0 583 167 JENY
Auditable Unit4 % i 5 3150 1875 % 75 1 315 75 Rl I 66,67 B3 69,58
Auditable Unit5 % 0 % 5000 50 7 5 10 30 5 5 B 406 83 63,33
Auditable Unit6 10 7 5 62,50 315 10 5 15 150 5 15 ] 5000 1000 %5
Auditable Unit7 5 0 b 25,00 1250 5 0 5 750 Rl 75 5 500 100 300
Auditable Unit N I8 50 5 50,00 5,00 5 50 5 K| 100 100 ) 70 1500 6250
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From the Risk Assessment to the Audit Plan

Audit Planning in line with available resources

Considering the resources available in the Audit Department (in terms of total amount of man/days for
the audit period), it is possible to identify the audit that can be included in the audit plan and the audits
that due to lack of internal resources could be externalized if high priority for the business or to be
considered for the following years.

o TOTAL SCORE AUDIT PROCESS MANAGER CAE REVIEW
Audit Universe TOTAL (DAYS)  [TOTAL DAYS NEEDED | TOTAL DAYS AVAILABLE 300
Weighted Score TIMING (DAYS) |SUPERVISION (DAYS) (DAYS)

Auditable Unit 6 86,25 40 12 7 59 59 INCLUDED IN THE AUDIT PLAN
Auditable Unit 3 79,17 40 12 7 59 118 INCLUDED IN THE AUDIT PLAN
Auditable Unit 4 69,58 40 ) 7 59 177 INCLUDED IN THE AUDIT PLAN
Auditable Unit 5 63,33 40 12 7 59 236 INCLUDED IN THE AUDIT PLAN
Auditable Unit N 62,50 40 ) 7 59 295 INCLUDED IN THE AUDIT PLAN
Auditable Unit 1 55,00 25 10 5 40 335 TO BE EVALUATE

Auditable Unit 7 30,00 25 10 5 40 375 TO BE EVALUATE

Auditable Unit 2 26,67 25 10 5 40 415 TO BE EVALUATE
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Internal Audit Annual Plan

The diagram below illustrates the relationships between the components. It also means all
four of these components should be reviewed regularly, updated if necessary and then
approved by the audit committee to specifically retain alignment and value.

Internal audit charter

Audit
committee Organisation strategy
approval Nlignment

Internal audit
strategic plan

3.5 years

Annual internal
audit plan
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Internal Audit Annual Plan

Several areas worth
further attention
include:

Name of the audit

Resource for the
audit

Timing of the audit

Value-add of the
audit

Contingency
Follow-up

Holidays, training
and sickness

Planning, reporting
and liaison

@@ Associazione ltaliana
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Involvement in the
challenge and
review should be
sought from the
following audience,
thereby adding
further value:

e Internally
within the
internal audit
activity

*  Business
stakeholders

* Senior
executives and
audit
committee
members.

The approved audit
plan should be
communicated

promptly to:
* Senior
management

*  Business areas
3. Stakeholders
4. Internal audit
staff and
managers

Liaise with
operational
units/department
s on forthcoming
audits

Allocate the work
to staff

Supervise the
work, including
quality assurance
A communication
plan for
disseminating
results at the
draft and final
reporting stages
should be in place
the final report or
a summary being
provided to
members of the
audit committee

Performance
Monitoring

To ensure that the
internal audit
annual plan
produces the
desired results, it is
important to put in
place a series of
performance goals.
These should be
both qualitative
and quantitative to
enable
management and
the audit
committee to
monitor the
function’s
performance
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Internal Audit Process — Main Steps

/

Audit Process
.

Planning

1.Discuss planned audit
2. Solicit input
3.Explain timing and resources.

l Entrance Meeting

Fieldwork

‘ |

\ 1.Discuss audit results
5 Rocal :
|

Exit Meeting 2 Ll and
.Discuss corrective mm
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Audit Engagement

The internal auditor needs to prepare and then develop and document the engagement’s
objectives, scope, timing, resource allocations and work programme.

Prepare

Objectives

Resources

Programme
of work
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Engagement Planning

Performance Standards 2200 — Engagement Planning
Internal Auditors must develop and document a plan for each engagement, including the engagement’s objectives,
scope, timing and resources allocation. The plan must consider the organization’s strategies, objectives, and risks
relevant to the engagement

Identifying key controls to be tested based on organization’s strategies, objectives, and risks, including standard evaluation criteria

Resources
Allocation

Objectives

Linked to main Needed
risks in the Set boundaries Lead time for Competencies
context of based on preparation Budget Logistic

strategy and objectives and KPI and Work
performance Program

T

Y
Testing plan & procedure to achieve
the objectives.

Based on a preliminary risk assessment
Included into Engagement Communications
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Engagement Planning

Preliminary Survey: Which information is needed?
Identifying Objectives, Strategies, Processes, Relevant IT and other systems, Sources and reliability of data

Reasons: Means:
1. To become familiar with the [
processes, risks and controls of A
the activity subject to the é‘
| pag |

assessment and identify
engagement objectives
(including how to measure them
— KPI)

INPUT FROM PREVIUOS REPORTS AND
STAKEHOLDERS OTHER DOCUMENTS

2. Gather information, suggestions
and comments from the auditee
(ie business plan)

POTENTIAL RISK SCENARIO

PROCESS MAPPING

/POLICIES & 0
PROCEDURES TYPES, AND RELIABILITY

OF INFORMATION
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Engagement Execution

Analytical procedures

ANALYSIS OF
DATA DEVIATION TREND ANALYSIS RATIO ANALYSIS
é R é h (" Relationship
between
Between Historical and mathematical,
expected or . often O
orecast data F\e / ®
standard and Ivsi expressed as a =3
actual results analysts percentage (%), r_l
time frame,
\ y, \ y, \____etc. s I -

Comparing actual data with forecast data and/or prior period’s data as well as budgets or forecasts
Financial and non-financial ratio analysis
Single data study and relationship with other comparable data

Comparison of data with data expected based on comparable data or expected data of other business units or
analogous industry

s wnN e

Internal Auditors
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Engagement Execution

Performance Standards 2210 — Engagement Objectives

Objectives must be established for each engagement
(derived from key risks that have been identified related to the area or process under review)

Planning
Memo
Forming engagement ‘ Risk-based objectives
objectives is utmost . descriptions supports
important for Audit the definition of
engagement planning Program engagement scope

Clear, concise, Prioritized areas within

measurable, aligned Specific Sections of the the scope
w audit plan V
alz,s:zsizs ftcl):e Consistent with Priorities and mlipsrtc;igsl(l;ft\:rzfan Assurance VS
g the results of criteria in testing List of needed Expectations of Consulting
RS T engagement risk engagement S IR s information stakeholders
and the level of biecti significant Enge'Jger.nent
assurance assessment objectives compliance risk Objectives ﬁ

Articulate what the engagement is specifically attempting to accomplish
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Engagement Scope and Resources

Engagement Scope and Resources allocation: Project Management

St 2220 The established scope must be sufficient to achieve the objective of the engagement

engagement objectives based on an evaluation of the nature and complexity of each

1 1
1 1
1 1
1 1
| St 2230 Internal auditors must determine appropriate and sufficient resources to achieve E
! :
1 1

1

Processes
& sub-
processes

Assessment of
perimeter and
exclusions

SOwW

IN the /

Wil Due Professional Care
e scope
KPI

Phirg partie®

During the engagement planning it is necessary to

define:

v Resources necessary and their effective/efficient use
v" Documents to be stored, their format and content

v Content and milestones of the work program

External
resources,
Other
Assurance
providers

Resources,
experience,

BUDGET /
SCHEDULE

Available
technology

Knowledge,
competenc
e, training

To link engagement scope and available resources to the objectives into the planning memo / work program (relevant)

.-

| kg

-
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Work Programme Definition

Performance Standards 2240 — Engagement Work Programme (WP)

Internal auditors must develop and document work programs that achieve the engagement objectives.

3

Ensuring a structured and
standardized approach /
reducing omissions of
significant assessment
features

Ensuring that auditors have
completed agreed
assessment steps
(engagement work

progress)

B Associazione ltaliana
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Information consistency &
engagement management
accountability

Granting and Monitoring
audit process (to assign
role / to document
completion of planning
steps)

Engagement Objectives

List of Procedures &
Metholologies

Structured as per eng.
Objectives, Main topics
(risks & controls), Testing
Activities, Samples Size

Agreed Milestones for the
evaluation of engagement
work progress /
Amendments

Check list / List of
procedures for identifying,
analyzing, evaluating, and
documenting information

during fieldwork

Pro forma work program
(used for recurring and
repetitive audits)
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Internal Audit Process — Main Steps

/

Audit Process
.

Planning

1.Discuss planned audit
2. Solicit input
3.Explain timing and resources.

l Entrance Meeting

Fieldwork

‘ |

\ 1.Discuss audit results
5 Rocal :
|

Exit Meeting 2 Ll and
.Discuss corrective mm
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Management Interviews

The interview as a data collection method has the following strengths and weaknesses:

STRENGHTS WEAKNESSES
Gather data on various complex - Constitute the lowest form of
issues in an efficient way evidence, which needs to be
Interviews in - Take into account situational and supplemented by evidence
| individual factors from other sources.
- Provides information that is not | -~ €an be difficult to draw
available from other sources general conclusions
- Useful for theory building - Can be time intensive
Unstructured - Offers rich data - Additional effort involved in
data analysis
Intorview - Well suited to complex subjects v
- Difficult to quantify data
- Useful for hypothesis testing - Limited options can bias
- Generates breadth of data responses
Structured _ _ - Need very good advance
interview - More easily quantified knowledge
- Difficult to reach deep
understanding

For interviews to be successful, it requires some initial work and sufficient consideration of the different stages,
which entail initial preparations, formulating questions, developing an interview guide, organising the interview,
managing the interview situation, and documenting and analysing the information obtained from the interviews.

Internal Auditors
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Testing Activities

What should be tested and how? Which are the priorities in testing? Audit Objective

Due to time and resource constraints, not all risks can be reviewed. Therefore, auditors must perform a
detailed evaluation of key risks which may impact the objectives and must be considered in audit program and
related controls to be tested

First understand how audited management looks at risks

of the area or

Evaluation of controls’ design considering appetite / tolerances (Residual Risk) ™, ‘

v' Management risk assessment and level of management reliability
v Risk management processes and reporting Objectives process to be
v Management response to level of risk exceeding risk appetite limits audited
Figue 1 RiskandContol Nlr o Acounts Payabe
|| g ®
A Coponte cars et VN Dsemeeugnd §
gy witeg n bodert ) 3
pmin é E .
A :m‘:;:mﬂ L W :-um |] = N that impact the Riske
ol opanbond| 2 . . i
i - objectives
z'- A3 Expense repors are ot H H No control s inpiace Low MEDIUM HIGH ’
atorzed  RomBsievenscinel s
e
Then complete the risk evaluation with
v’ Risk assessment performed during internal audit annual planning @) L |
v’ Adjusted risk ratings (Inherent Risk) and Emerging risks of the audit
. . Objectives
‘\; Results of previous audit reports engagement
v

QUL

o

Risk prioritization (Engagement Objectives)
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Testing Activities

Select the right Audit Strategy and Testing Plan

Audit Procedures (Audit Strategy and Testing Plan) are intended to identify, analyze, evaluate and document sufficient information to achieve the
engagement's objectives. The procedures should

> consider inherent risks and the adequacy of control design to identify key controls to be tested for effectiveness = AUDIT STRATEGY

> be based on the results of planning process in order to be consistent with risk based audit objectives —> SELECTION OF TESTING PLAN

f’\ Audit Objective
(i.e management assertions)

Professional Judgments

Adequacy of
Control Design

Kev control to be tested

Test of Information
Controls Conclusions Obser
Insight vation

Intervie
Inquiry

>
t O e
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Testing Activities

Which tests or audit steps are necessary to assess the risks?

Each engagement procedures in the work program should be designed to test a particular control that addresses risk, to make engagement team understand what they need
to do and which tasks remain to be performed. Work program include management assertions; testing objectives, criteria, approach, procedures, and population; and

sampling methodology and sample sizes.

Ability to select the right engagement procedure for given objectives, assertions and situations.
Below an example of how to ease the identification of testing activities to be performed during the engagement in accordance with a specific audit odjective

Physical Information (most

Observation Direct observation of a particular asset or of the
way an activity is carried out, possible to acquire
photographic documentation

Inquiry Interviews
Questionnaires
Survey
Inspection / Detailed Testing Activity
Examination (e.g. Observation, Confirmation, Tracing &

(inspection of records  Voucing)
/ Inspection of
tangible assets)

Associazione ltaliana
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Direct Visit to the warehourse
Walkthrough of the transactions

Preliminary examination when
the assignment is planned

Inspection of financial statements:
transaction and events were recorded in
the proper account and presented /
described clearly

Existence (may be also Occurrence)

Assets actually exist

Understand the business: collect data
and infos on auditee’s risk
management and control
environment

Existence, Completeness, Right,
Valuation, Presentation, Disclousure

persusasive)

Direct observation (2 is better)

Testimonial information (may need
corroboration, if internal or
originating from the client)

Physical Information

Documentary information (better in

original document)
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Internal Audit Process — Main Steps

/

Audit Process
.

Planning

1.Discuss planned audit
2. Solicit input
3.Explain timing and resources.

l Entrance Meeting

Fieldwork

‘ |

\ 1.Discuss audit results
5 Rocal :
|

Exit Meeting 2 Ll and
.Discuss corrective mm
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Reporting Activity

The final result of every audit is a written report that details the audit scope and objectives, results,
recommendations for improvement, and the audit client’s responses and corrective action plans.

Draft Report — Audit reports are typically prepared in draft form and distribution is initially limited to the
immediate manager of the area so it can be reviewed prior to further distribution of the audit report.

If recommendations are made, written responses detailing the following are requested of the audit
client:

A corrective action plan to resolve the problem and its root cause,
The person responsible for implementing the corrective action, and
An expected implementation date.

These responses will be included when the final audit report is distributed to the appropriate level
within the organization (Auditees, Directors, C-Level, Senior Management).

Priority level issues and recommendations are reported to and tracked by the assurance team until
implemented.

‘. mw Associazione Italiana
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Reporting Activity ‘

Exit Meeting — If necessary, an exit meeting will be held to provide an opportunity to resolve any
guestions or concerns the audit client may have about the audit results and to resolve any other issues
before the final audit report is released. Those attending usually include the audit team, management
of the audited entity such as the: operating personnel involved during audit engagement, team leaders,
Head of/Directors, as well as others that the audit client wishes to invite.

After the exit meeting and once the audit client has provided responses and comments, the draft report
is distributed to the different levels of executive management responsible for the department or
function for review and comment before the final report is issued.

Final Audit Report — The final audit report is addressed to the Senior Management, Board of Directors
and any other relevant internal or independent Committees (e.g. Audit Committee)
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Agenda

> Risk Assessment
> Audit Plan

» Audit Engagement: Planning, Fieldwork, Reporting
> Follow-up
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Internal Audit Process — Main Steps

/

Audit Process
.

Planning

1.Discuss planned audit
2. Solicit input
3.Explain timing and resources.

l Entrance Meeting

Fieldwork

‘ |

\ 1.Discuss audit results
5 Rocal :
|

Exit Meeting 2 Ll and
.Discuss corrective mm
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Follow up Activity

Standard 2500

“The chief audit executive must establish a follow-up process to monitor and ensure that management
actions have been effectively implemented or that senior management has accepted the risk of not
taking action.”

Follow-up is a process by which internal auditors evaluate the adequacy, effectiveness, and timeliness of
actions taken by management on reported observations and recommendations, including those made

by external auditors and others.

This process also includes determining whether senior management and/or the board have assumed
the risk of not taking corrective action on reported observations.
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