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Jverview of KPMG FOrensic oervices

Core Services Core Services

— Assistance in arbitration
proceedings

— Bribery and Corruption
Investigation

— Assistance as Party / Court
Appointed Expert

— Fraud and Misconduct

— Cyber Investigation

Fraud & Dispute — Assistance during the pre-
Misconduct advisory litigation phase
Investigation services

— Other Regulatory Investigation

Core Services Core Services

— Supplier review — Digital Evidence Recovery

— Distribution reviews Forensic — Evidence and Discovery
) ) Contract : : technolo Management
— Royalty and License Reviews Compliance FOTBHSIC SB[WCBS Servicegy

— Forensic Data Analytics
— Software Asset Management Y

. . — Records Information
— Software License Compliance

Management
— Intellectual Property Advisory .
Business & FRM &
Core Services Corporate Corporate Core Services
— Enhanced Due Diligence on Intelligence compliance — Fraud in the Audit (FITA)

Third Parti i
ird Parties — Fraud Risk Management

— Investigation Support Advisory

— Regulatory Enforcement &
Compliance

— Litigation Support

— Integrity Due Diligence
— ASTRUS
— K3PID

— Anti-Bribery and Corruption
— Anti-money Laundering (AML)
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puSINess @ torporate Iteligence (1 E-

KPMG Third Party Intelligent Diligence (“K-3PID”) is a cognitive computing platform that processes thousands of
information provider sources (e.g. adverse press, corporate register, PEP, sanctions, etc.), issuing an instant business
intelligence screening report — on individuals and legal entities — and providing risk rating details.

Internal data ] M
? Open
source data
Premium
source data

Requesting Unit: Submitted by: Mario Rossi
25 I an g u ag es Request date: Aug 20, 2020 Contact for info: xxxx@kpmg.it

Processed on: Nov 26, 2020

OVERALL >( \
RATING yﬁ

000

+ 130 corporate registers

k:.:" CD[‘It_itl‘IU_OUS < K-3PID File Top Contributing Risks and Summary for Medium and High ratings
[ ] monitoring Top Contributing Risk
. o Adverse Reference o Reputational Issue
v + 9,500 english and local
)y B language media sources
aet minutes Adverse Reference | Alfa risuita coinvolta nellz c.d. operazi i
Dashboard Reputation Issue stmr(iaz\ iinqu na\:?
¢ v
Sanctions  State Owned Entities Corruption Adverse Web Regulatory Web
Politically Exposed Person  Financial Crime Terrorism Watch List Legal Web
m © 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 6
Limited, a private English company limited by guarantee. All rights reserved
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BUSINesS & Gorporate Itellgence [2/3)

» Private company’s shareholder
information is not public in China

» Mr. ORANGE and Mr. YELLOW are — Relationships Diagram: Alpha China Co. Ltd. —
Directors in Box 1 Srl, Box 2 Srl e T enes Pl
Box 3 Srl “ e el

» Mr. BLUE is in charge as President
of Gamma Holding and was former
Director of Box 1, Box 2 and Box 3
from 2012 to 2019.

= TH TH F._“F i :%

Altls L ar— i T -
R ”F 1
> 8 companies are connected to Mr. - I e L] e |
e =1 =il (]
=i =

. -3 <3 <3 = -— - ‘ﬁs.”. T

» 12 companies are connected to Mr. ? - J_BFLHI — :Fﬁj
YELLOW Box1]|| Box2|| Box 3‘ - B““m ‘ rl_ﬁj

> 28 companies are connected to Mr. LLJ - wfiji | I T 8!
BLUE rOY == = T E:j
AT sz [ :[
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0ence o/

BUSINESS & Lorparate Inte

» 6 italian companies would have
received payments from Box 1
Srl, Box 2 Srl e Box 3 Srl, owned
by the chinese holding

Transaction Authorization Process:

1. Approval of Box 1, Box 2, Box 3E
4
2. ..communicated to.. @;

s [
r 3. ..Mr ORANGE and

YELLOW for final oral approval

» No documentation (e.g. contracts,

invoices, proof of  service), 6 [ ) [ ) l 1
supporting the expenses é\‘" 'Y X ":" 00e 'ﬂ' X X ) 'ﬂ'
incurred by Box 1, Box 2, Box 3. X9
y &~ VAR Ay vaay
& €
vise
» No documentation was provided ==
to attest the performance of a 2013 2019 2015 2016 2017 Total amount
tender involving multiple suppliers Gamma Holding 53.491,42 € 12.003,50 € 480.300,00 € 109.000,00 € -  654.794,92 €
for th‘; ba"t"r?rd Otf t?e .actlzj/mes Box 1S.r.. 18.978,90 € - 252.400,00 € 38.400,00 € 309.778,90 €
covered by the contracts signed. Box 2S.r.l. 23.756,11€ 12.003,50 € 119.700,00 € 37.650,00 € 193.109,61 €
Box 3 S.r.l. 10.756,41 € - 108.200,00 € 32.950,00 € - 151.906,41 €
m © 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 8
Limited, a private English company limited by guarantee. All rights reserved
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Lontract tompliance

Couture S.p.A. & Sunglasses S.p.A.’s Contract Clauses

Sunglasses implemented processes and internal controls to ensure that
no Couture products were sold outside of this selective distribution
network.

Couture boutiqgue may return any Products within the limit of 14% of the
number of Products bought to Sunglasses during the 12 preceding
months at their full invoiced price.

Sunglasses shall participate in an all image-building activities carried
out by Couture by making a contribution of 2% of the Total turnover for
the previous year.

Sunglasses shall pay to Couture S.p.A. a royalty equal to 11% of Total
Turnover on a quarterly basis. Such amount shall not be less than the
greater of i) 80% of the Total Turnover of Sunglasses generated in the
immediate preceding calendar year and ii) the amounts listed for the year
in question in the second column of the table included in page 27 of the
contract.

Total Turnover as presented to Couture in the quarterly reports is
reconciled with no exception to the accounting system.

LTTTT

Compliance with contractual terms

»

4

0 1 2 3

No exception emerged

Missing “Global returns Report” for
FY 2016 e 2017

The contribution to promotional
activities represented, for on FY the
1,5% of the Total turnover for the
previous year.

No exception emerged

The calculation of the royalties to be
paid, performed from the information
retrieved from the GL was not equal
to the total amount of royalties
included in the royalties reports sent
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Fraud and Misconduct Investigation B

The New Pork Times
OPERATION LAVA JATO

An Alpha SpA’s agent,

2011 - Allegedly paid about 1 min
dollars in bribes in favorof Mr Y , a Mr. Y
Beta SpA’s agent, for the assignment 8

as been attacked by an

armed robber while carrying aQriefcase containing a construction contract to Alpha SpA X

BRL 100,000.,0f these, some reported 8] \

following the arrest of the assailant. N,/ = | oSt m e b eeee———— — ‘
"""""""" 2012 - Director at Gamma SA,

4
The sum of money in the briefcase —— an offshore company used to
was in fact a bribe destined for a dn o o manage Mr Y’s bribe assets
Beta SpA’s director. b e e == -

© S
2015 - violation of non-competition

1 X -
and confidentiality clauses
1
Q- ; I 8
+ 15 subsidiaries owned (»ﬂ\ai; Some N

1
| by Mr X’s family contracts
1 .o, Y ., & X" T-TT====== [ related to
I - QPO;H 3(.)|Ok dollars paldbto Mr Deficiencies in pre- 1 other 6
! Alsharg' Xcompanles y tendering, tendering, | "Oil&Gas"
L_‘p_ i _p __________ contract award and | companies
---------------------- post-award processes : e
+ Payment of 13 extra invoices for consultancy  gn of Alpha SpA's aCt'V 1
contract i
1
|

and 7 invoices reported a vague description (e.g.
other consultancy expenses, miscellaneous
_expenses)_ _

-
1
1
| * 6 invoices were not supported by proof of services b
1
1
1

B e |

repa 1
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JISpute Aavisory

Within the context of a civil proceeding, our Forensic team was engaged, as Consulting Expert (“C.T.U.”),
in performing an analysis on maintenance and managing costs requests of a sport center to an ltalian
University. Our work has been conducted by reconciling the claimed amount (around € 6 million in total) with
the available documentation. Our conclusions resulted to be opposing to the Claimant’s ones.

4.247.371,75

1. 85 invoices and expenses documentation
amounting to about € 4 min maintenance costs
% Description Principal Currency Legal
amount revaluation interests
Green Gym 642,52 266.088,49 | 319.319,90 | 2.227
Orange Gym 488. 241,188,12 | 289.438.15
Total
2. Costs for a total amount of about € 800k for the
supply of technical material kits to students
3. Disbursements for contracts settled with 2

professors

C.T.U. DEFENDANT

Counter-claims/ Objetions

1. Amounts inconsistent with the relevant
documentation

2. Missing formal request for maintenance
costs incurred

3. Simulation developed on the basis of
incorrect and/or arbitrary data

4. Professors’ payslips alread i
University

spodsy

.‘\»

19

.\\

11
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-0rensic fechnology

Data identification Forensic data Advanced data trans%a;trﬁation Data
and analysis collection analysis and management presentation

[ o e e [ ™ = = = m= o om o e mm e em e Em Em e Em e Em e e e

1 Indexing process | | Sample: l

— el

® 583 mail archives (8 investigated) aord ~ Search  Review  Exports  clatino/~

| ® 36 mail archives e 22.196 other files (1 investigated)

o) ChatAccount - m 31 648 files from legal proceedings

§~ Recipient Count

Search criteria
per keywords,
date, file typg

28 Cluster Map @ Geolocation

'

Dt
ate
s © 30 Keywords/30.4 KW-3.. 23.763 @

(@ vee e EEERE) ® 21642 ©

Email,

Images, f Author i ; v
4 & Export v [ Save M@ Clear
b Content Analysis o ¢
@ Email Thread 5,652 results 28 Table i= List Cél Thumbnails
( * Keyword List P F v v Deduplicate Hide Irrelevant Hide Non-Inclusive Fromnone v tonone v @
@ MD5 agfff Message Hash l IltemID Flagged Location ) Ter Size  Sut File Name Primary Date Family Datal
o . | 4286309 2/Load_06/clb/i Microsoft Excel ... 576 INDACAT... Jan26,20181... Jan26,20181. L
Explore keyw8rds list '20200107-KW-30Viadotti ||||||l o i - R0 cudis NDASAT) 126, 2018 % ‘
| 3955139 DF Document 608 SCHIA, Jan 26,2018 1 Jan 26,2018 1
¢ | Keyword Language ( 1823495 Microsoft Word. 85KB Jan 26,2018 2
1 Bridge 1 * OR "140720940 /ZJ o [ soft Excel 7MB File check P_iva.. 2.. Jan26,20182
: e C osoft Excel... 1MB 2017 - DDTT SR 26,2018 3..
2 Bridge 2 7" OR "1608071700")
. @ Duration & PDF Document 1MB RI30G-48066-1-... Jan 33.. Jan 26,2018 3,
3 Bridge 3 OR "1407192700") -
4 Bridge 4 ' OR 30060131007 4207 594 — o o mm mm mm mm mm Em o Em Em Em Em mm Em = _'
s Bridge 5 | OR ("07.01.0584.0.1" OR 1547239 i
6  Bridge 6 OR "1201002800") 515/907 1. OCR conversion i
D B o8 12010030001 2. identification, exclusion of duplicate ltems |
8  Bridge 8 OR "2601001601")} 388/574 1

repa 2
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Aud RISk Management a Gorporate tompliance ‘

Fraud Risk Assessment

Administrative
Direction

Credit lines,

fixed assets,
purchases

Foreign
supplies

Foreign/Head
of
Coordination
Manager

FRAUD Risks in Construction Ltd.

Administrative
Management

Fraudulent access to the information system by the company's management in ¥ HIGH likelihcod
order to ( | ides)
# CRITICAL impact
Supportiincurence of higher costs for purchases made through an ¥ HIGH likelihood
“instrumental” use of unique suppliers andlor absence of tender
procedure cutside the cases or methods provided by the procedure. v CRITICAL impact
Misappropriation of financial resources and/or incurring higher costs for ¥ HIGH likelihood
purchases made by splitting requests andior purchase orders to avoid
higher ization levels. for on site up to € 50.000) ¥ CRITICAL impact
higher costs for v .
- goods and services at economic conditions "out of market*; HIGH lkelihood
- goods and i andor to the company ' CRITICAL "
business. (Applicable for purchases in foreign yard) mpac
Support of costs for * " purchase i ¥ HIGH likelihood
recorded in Co.Ge. accounts not appropriate for the type of expenditure .
incurred and/or in Co.Ge. accounts that are poorly used ¥ CRITICAL impact

Gap analysis

ID Procedure Gap

1 «Suppliers

iEvent

3 Policy 3

iPoIicy 1Rev. 3 iLaCk on monitoring Due

imanagement» ithird party

iPoIicy 2 Rev. 2 iLack of segregation of
«Third Party  iduties between the

isponsorship» iissuer of the payments.

EE R e T [ e E e T R e e

i«Hospitality» hospitality has been set!

Recommendations
N

Diligence activities on

nancial information.

\authorizer and the i L
' ((four eyes principle)

Define a “reasonable” limit for

iNo threshold limit for ‘hospitality and entertainment, as

'mentioned in Medtech Code.

‘Implement an yearly monitoring Due
Diligence process, in order to have
third party’s updated reputational and

ildentify two different individuals for
)authorizing and issuing the payment

Fraud awareness training

UK Bribery Act

+ Criminalizes all ty

officials, and com

* The bribery does

authorities to havd

* Punishes both the]

— Individuals can gef

— Companies could

Company Anti-Bribery Policy: Third Parties’ Complia

Before establishing a relationship with ai

Sufficient
commitment to
and standards

Any arange iith 3 third party 1
provisions and monitoring pr:
anti-bribery laws and cons|

n in any i
intel ment off|

i

s

FY 2020 Anti-Bribery and Corruption Training

Global Complia@a_i].earmng

Detection and Fraud Audit

Invoice n. Company Total Amount Date
[18 | Company Eta 19.032,00 € 23/04/2019
19 Company Eta 11.712,00 € 23/04/2019
20 Company Eta 55.144,00 € 23/04/2019
21 Company Eta 11.712,00 € 23/04/2019
23 Company Eta 9.516,00 € 06/06/2019
24 Company Eta 5.856,00 € 06/06/2019
25 Company Eta 27.572,00 € 06/06/2019
26 Company Eta 5.856,00 € 06/06/2019
27 Company Eta 11.224,00 € 06/06/2019

13
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Reguiatory enforcement a Complance

KPMG

lfor use to thir

Action Plan %&

Implement an int

egrated system
to track the gsse

ts given on loan

d parties, and the
related contracts

Target due date: January 2021

Update the prevention protocol 2.5
"Loan for use Contracts" (
Target due date: October 2020

Formalize 4 single procedure for
the Management of the loan for
use Contract

Target due date: December 2020

S5 5
~ ~
_______ - LSTo»
——————————————— .m‘n%“‘
ISR
o -N )
< g
trols Controls % S8
.Con . o with negative % o *EQ
@ Total with positive 0 results - OE
N Controls results =~
. 16%
Consulting 45 85% 8
Contract 53
Analysis
Yo
hi 39 gree i C 2.
Sponsorship a5
Contract — R 24%
L. 19 Lee
Negotiation 25 p— 8 T3
- 3 ]
Remuneration| 11
3.
National 4 20,
and 175 171 985
International
Events
Loanforuse | . 7 28%
Contracts -
Total 334 -

14
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What's fraud?

ISA 240: “Fraud is an intentional act by one or more individuals among management, those charged with
governance, employees, or third parties, involving the use of deception to obtain an unjust or illegal advantage”.

2018 — Elizabeth Holmes

2001 - Fraudulent 4:9 charged of fraud and .I.heran's

Bankruptcy ) investors lost more that

SR
2003 — Fraudulent o & 2020 - $ 1.9 Billion - d
bankruptcy and stock parmalat accounting scam, for erecar

manipulation inflated costs

2022 — criminal conspiracy
2008 — Bernard Madoff's frst e to influence undergraduate

$65 Billion Ponzi scheme CJ admissions decisions at
top American universities

o

repa X
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ACFE C

assiication system (Fraud Ires

The legal definition of fraud differs from country to country but in most cases the key elements are:

Dishonesty

Deception

Avoiding an obligation

The intention of obtaining an undue benefit

- Misrepresenting the company's financial

position

- Removal of funds

- Causing loss to another party

The Association of Certified Fraud Examiners (“ACFE”) defines three types of fraud:

Asset
Misappropriation

Corruption

Financial
Statement Fraud

Conflicts of Economic
Interest = Extortion
Cash |
| | Net Worth/ Net
Inventory/All Income
Other Assets
Bribery IIIeg_qI Overstatements
Gratuities

Net Worth/ Net
Income
Understatements

m © 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 17
Limited, a private English company limited by guarantee. All rights reserved



Course of Business Auditing — Fraud & misconduct awareness

ACFE Classiiication system (Fraud [ree

Asset

Misappropriation

Financial Statement Fraud

Conflicts . lllegal Economic IOl NI NS NG oY =
of Interest Bribery Gratuities Extortion Cash All Other Income Income
Assets Overstatements Understatements
| | | |
Purchasig Invoice _ ) . .
Schemes Kickbacks Timing Differences Timing Differences
| | Theft of Cash on [ [
Sales Bid Riagin Hand -
Schemes gging Fictitious Understated
Revenues Revenues
| |
Concealed Overstated
Cash Liabilities and Liabilities and
Larceny Expenses Expenses
Sales Theft of Cash | [
Rl Improper Asset Improper Asset
PeaavElEs Skimming Valuations Valuations
| |
Refunds
and Other I.mproper I.mproper
Disclosures Disclosures
Theft of Cash
Receipts
Misuse
Cash Cash Cash Cash Cash Larceny
Larceny Larceny Larceny Larceny Larceny

repa 1
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ASSer Misappropriation

Asset misappropriation fraud can happen when people who are entrusted to manage the assets of an
organisation steal from it.
Asset misappropriation schemes include both the theft of company assets, such as cash (cash on hand,
skimming or larceny and fraudulent disbursement), and the misuse and theft of inventory and other company
assets.
Example: major Steel Mill company bic. 4
- same assets coded with different inventory codes (Pic. 1);
- same assets categorized into different product classes;
- same assets with different counterfeited coded tag (Pic.2 — Pic. 3);
- counterfeit encodings managed in "understock" mode with automatic i
reordering when the minimum inventory threshold was reached (Pic. 4); . N .
- same assets purchased at higher prices (i.e. 1:10) from different e Forecm\ —
suppliers (most of them distributors); ' —
- the suppliers were connected to the same administrator who is an Time

exponent of local organized crime.
Pic. 1 Pic. 2 Pic. 3

m © 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 19
Limited, a private English company limited by guarantee. All rights reserved
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Lorruption

Corruption occurs in various forms, including bribery and kickbacks, illegal gratuities, economic extortion and
conflicts of interest.

The recipients of these schemes range from staff resources to CEOs or public officials. Corrupt payments may
occur as food and beverage gifts or as cash payments. In any case, corruption creates an “unhealthy” situation
for businesses.

Example: major Pharmaceutical company

[ ]
£ e

(S
. : Subject Y, employed in a hospital

Med'lcal Equipment Cpmpany X pays facility, through the hospital, makes

Subject Y for consulting services orders for medical equipment sold
by the company from which he
received the payment

A
\ ALLEGATION

-

\

increase purchase orders for its products

. e ¢
Seaee b d@ Company X bribes third parties to
é -
]




Course of Business Auditing — Fraud & misconduct awareness

-nancial statement Fraud

Financial statement fraud relates to the voluntary misrepresentation of the financial condition of an enterprise
accomplished through the intentional misstatement of amounts or disclosures to deceive financial statement
users.

There are many types of financial statement fraud such as fictious revenue, improper asset valuations,
concealed liabilities, timing differences and improper disclosure.

The standardized procurement process provides for the qualification of the supplier (onboarding phase) according to
which the company requests and/or search for supplier’s specific personal / financial / reputational details. The
registration in the vendor master file allows to start the business relationship with the supplier and the accounting
registration of the transactions occurred with it.

D C FI;B) 5
Accounts Payable 122 | . an|
- = Accounts Payable 122
Machinery 100 = Y

Bank Account 122
VAT account 22 Vendors master file
’/\
TS RIS
. . -7 (\\\\0 \ L / s ~
A potential "fraudster”, could avoid (\\00 & ol D C < Misg, M5~ < _
the due diligence process and the \ \(\*\f‘x—a Machinery 122 ,’___‘Z’gp,,é” N
registration in the vendor master file 7 Bank Account 122 ~n )
through the so-called "cost-to-bank ,x:\'\'
transaction” (including the VAT credit «’/« X°. -
component in the machinery cost). \Of’/’

repa 2
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REC 11305 - eXamples

Customer insists on using a particular third
party

Payments redirected to third parties other
than retained consultants

Fees / Commissions paid up front or
inconsistent with the going rate

Unusual bonuses paid to sales personnel

Inflated invoices

Unusual cash disbursements or suspicious
journal entries

Unrecorded transactions

Lavish meals, gifts or entertainment to/from
customers or third parties

Request for cash payment or offshore wire
transfers

Operating in regions with significant history of
corruption

Refusal to provide anti—corruption
representations

Supporting documents do not match payment
request

Family or business relationships with foreign
government official

Government official requests a contribution

I 90000000

22
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Fraud on the new frontier

0
e o

—~ Environmental, Social, and Governance (ESG) The most widespread and impactful frauds of the last o

& RQ\ issues are b’ecominé increasingly popular years were directly connected to the coronavirus. By
characterizing the strategies and communication the beginning of August, Rguters reported that U.S. C Ov | D ] 9

A/ . . o losses related to coronavirus fraud had reached

111 of companies. The pressure in achieving these i . S

— ESG goals has generated an environment $100 million, with a I.arge'swath of cases originating

ESG conducive to the development of new types of in identity theft.

fraud. In May, the city attorney of Los Angeles sued

Wellness Matrix Group for selling coronavirus testing
kits they claimed had been approved by the FDA and
a “virucide” that purportedly killed the virus. The
company “attached false government registration
numbers to these products and fabricated phony
scientific studies and white papers”

DWS, Deutsche Bank’s asset management arm
and Goldman Sachs’s asset management
division are being investigated by the SEC for
allegedly claiming to have greener funds than
they actually do. This behavior, known as
“greenwashing,” can mislead investors and other
stakeholders.

v
“Keeping up with the
new types of fraud”

Fraud in federal programs is getting bigger more complex and more
ambitious. Millions of dollars had already been streaming from
government programs

Law enforcement officials estimate that fraudsters stole between $87

billion to $400 billions of the $900 billions Pandemic ] ﬂ[]ﬂl[
Unemployment Assistance program alone, with nearly half of that I
amount going to foreign crime syndicates GOVERNMENT
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‘Report to the Nations on occupational fraud and abuse” is based
on data compiled from a study of 2,110 cases of occupational fraud that
were investigated between January 2020 and September 2021, from
133 countries. This is a tiny fraction of the number of frauds committed
each year against millions of businesses, government organizations,
and nonprofits throughout the world.

CFEs estimate that organizations lose 5% of revenue to fraud
each year

The median loss caused by the occupational fraud cases is
$117,000

% ACFE

Frauds lasted a median of 12 months before being detected

Frauds are much more likely to be detected by tips rather than
by any other means (42% of frauds are detected by tips)

The Global cost of fraud causing total losses of more than $3.6
Billion

repa 25
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ACFE SUNvey

From 2020 to 2022, Asset
Misappropriation occurs in a large
amount of the cases investigated

However, this type of occupational

fraud causes a lower impact in terms ) o 86%
of median loss (USD 100,000 both Asset Misappropriation | ——— 00

in 2020 and 2022).

Occupational Fraud: percentage of cases*

Financial Statement . 9106J%

0% 20% 40% 60% 80% 100%

In addition, Corruption schemes

increased in 2022 from 43% to 50% m 2022 m2020
of the cases causing a median loss
of 150,000. Occupational Fraud: median loss
Lastly, the Financial Statement
Fraud is the least common category : : 593.000
) Financial Statement :
(9% as shown in the graphs), but $954.000
costliest, generating a median loss
of USD 593,000 (in 2022). Corruption ‘$1$52%8%%0
Asset Misappropriation . %88888
$0 $400.000 $800.000  $1.200.000

m 2022 m2020

* Qverlap of Fraud Schemes: many of the cases analysed, involved more than one of the categories of occupational fraud

repa 26



Course of Business Auditing — Fraud & misconduct awareness

ACFE SUNvey

The following figure shows how frauds have been detected in the cases investigated. Furthermore, it further breaks down
the sources of tips, as the major source of fraud detection. More than half of all tips came from employees, while nearly a

third of tips came from outside parties, including customers, vendors, and competitors.

These findings demonstrate that anti-fraud education and the communication of designated reporting mechanisms should

target both internal staff and external parties.

KPMG

Limited, a private English company limited by guarantee. All rights reserved

/-Tip M
O | Employee
C— a2% | 5%
vy
Internal audit ]B% Cust
L — 18%
Management review
12% Anonymous
L 16%
Document examination B% T
endor
- — L
By accident
h% Other
- ) o
Account reconciliation 5% - .
- hareholder/owner 3%
Automated transaction/data monitoring 4% C t'
. ompetitor 3%
External audit A% \_
Surveillance/monitoring 3%
Motification by law enforcement 2%
Confession 1%
Other 1%
© 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
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Lryptocurrency schemes

A cryptocurrency is a digital currency, which is an alternative form of payment created using encryption algorithms.
Cryptocurrencies are still relatively new, and the market for these digital currencies is very volatile.

Unlike the U.S. dollar or the euro, there is no central authority that manages and maintains the value of a cryptocurrency.
The rise of blockchain technology, along with more organizations incorporating the use of cryptocurrency into their regular
operations, creates another opportunity for individuals to perpetrate fraud.

According to the survey conducted by ACFE, only 8% of the
frauds detected involved the use of cryptocurrency (though
anecdotal evidence suggests this number will rise in future
years).

Bribery or kickback
payments made in
cryptocurrency

Among those cases, the most common ways cryptocurrency

was utilized were:

- making bribery and kickback payments in cryptocurrency
(48%), or

- converting misappropriated assets to cryptocurrency
(43%).

Conversion of
misappropriated
assets to
cryptocurrency

Manipulation of reported
cryptocurrency assets on
the financial statements

U/[] of fraud cases
involved THE USE

OF CRYPTOCURRENCY
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[Ne Fraud Triangle - Enron orporation Gase

Donald R. Cressey developed in 1953 a hypothesis that has come to be known as the Fraud Triangle. Cressey's Fraud
Triangle teaches that there are 3 interrelated elements that enable someone to commit fraud: the motive or pressure that
drives a person to want to commit the fraud, the opportunity that enables him to commit the fraud, and the ability to
rationalize the fraudulent behavior. The vulnerability that an organization faces from individuals capable of combining all
three elements of the Fraud Triangle is fraud risk, coming from both internal and external to the organization.

PRESSURE

I Inthe Enron case, the eventsthatt /N o A Imemem e e e e —mm e — == ==
' led to its fall were: individual and I Enron has used to its advantage :

I collective greed born in a climate ! the credibility of the institutions |
: of market optimism and corporate : (auditing firms, rating agencies and
j arrogance, elements that over | analysts) and the credit system
I time have proved to be I (l_)z_;mk_s and authorltles) t(_) be o
1 weaknesses in the internal | positive in stock market listings in 1
| control system. | the investors eyes. :
L J

OPPORTUNITY RATIONALIZATION

| When Lay was indicted for fraud, he conveniently blamed Skilling, Fastow and CAO Richard Causey |
I for Enron's demise and denied he'd known anything about the accounting fraud. Before his trial, he !
I insisted he was a victim in an interview, stating: "I don't think I'm a fool, but I think | was fooled ... | |

can't take responsibility for the criminal conduct of someone inside the company*.

I
L. |
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INeFraud friandie

MARKET CONDITIONS (input)

« Pressure on top management to produce

results

« Targeting new markets and pressure to

obtain/retain Contracts

+ Change in strategic direction

* Increasing geographical spread

* Aggressive costing cutting and restructuring

Staff retrenchments

* Increasein inventory theft and shrinkage

h A i 2 2 4

POTENTIAL CONSEQUENCES (output)

Increase in fraud and misconduct incidents

Increase potential for corruption in new markets
and contracts

Potential for account manipulation to achieve
results

Weaker control environment due to cost cutting

Impact of retrenchments on staff moral
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[nerise and allor Crypto exchande FIX

2014

2018 - 2019 Early 2022

Sam Bankman-Fried (SBF) was
born in California in 1992 and
graduated with major in Physics
from the Massachusetts Institute of
Technology (MIT) in 2014. He was
influenced by “Effective Altruism”
movement (earning to give).

After running the trading firm for two years,
SBF launched his own crypto exchange
called FTX with Gary Wang, a former
engineer with Google. The main pros of
FTX were: wide range of derivates
instruments and crypto, user-friendly
interface and global reach.

FTX spent big to attract new customers.
FTX raised $400 million from investors
including SoftBank at a valuation of $32
billion. FTX signed a deal with an option
to buy embattled crypto lender BlockFi
for up to $240 million. Caroline Ellison,
became Almeda Research’s sole CEO.

2014 - 2017

After completing his education, SBF
worked with New York — Base Jane Street
Capital, a quantitative trading firm and
liquidity provider, as a trader dabbling in
derivates, currencies and exchange-traded
firm. In 2017, he went solo and started a
crypto trading firm called Alameda
Research along with Tara Mac Aulay from
the Centre of Effective Altruism.

2020 - 2021

November 2022 - Today

KPMG

He was the second-largest individual donor to
Joe Biden in the 2020 presidential election,
personally donating $5.2 million, In September
2021, FTX moved its headquarters from Hong
Kong to The Bahamas. In the same month,
FTX signed a sponsorship deal with Mercedes'
Formula 1 team. In October, FTX raised $420
million in a new round of funding, valuing the
company at $25billion. It raised money from 69
investors including the Ontario Teachers’
Pension Plan Board, Singapore's Temasek
Tiger Global and Sequoia Capital.

Crypto news website CoinDesk
reported a leaked balance sheet
that showed Alameda Research
was heavily dependent on FTX's
native token, FTT. Changpeng
“CZ” Zhao, CEO of the crypto
platform Binance, a rival of FTX,
announced that his company would
sell off all its FTT tokens. The price
of FTT dropped sharply. FTX filed
for bankruptcy in November 2022.
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INe rise and fall of Crypto exchande kX

B

no obligati
quality, no
requireme

agencies

new market and investors enthusiasm

absence of disclosure obligations and :
transparency rules :
AL
on to guarantee any service I §
r compliance with capital : S
nts or internal control and risk I é\
management procedures I QO
market not regulated by central government : 61
1
1
1

* maintain an increasing token value

* maintain the “crypto's savior” status

1

1

1

:  rivalry with Binance for the world’s
. largest crypto exchange position

1
I

* help his trading firm after suffering losses
in early spring (liquidity crisis)

RATIONALIZATION

I+ altruism “earning to give”
1 © ‘it was never the intention”

* “itis revolutionary”
What did go wrong?

Many of the companies in the FTX Group, especially those organized in Antigua and the Bahamas, did not have appropriate
corporate governance. It appears that many entities, for example, never had board meetings.

The FTX Group did not maintain centralized control of its cash. Absence of an accurate list of bank accounts and account
signatories, as well as insufficient attention to the creditworthiness of banking partners around the world.

Unclear organization chart. The FTX Group’s approach to human resources combined employees of various entities and
outside contractors, with unclear records and lines of responsibility.

Lack of disbursement controls. For example, employees of the FTX Group submitted payment requests through an on-line
‘chat’ platform where a disparate group of supervisors approved disbursements by responding with personalized emojis.

Lack of Digital Asset Custody, the FTX Group did not keep appropriate books and records, or security controls, with respect to
its digital assets.

Lack of Information and Retention of Documents, absence of lasting records of decision-making. SBF often communicated by
using applications that were set to auto-delete after a short period of time, and encouraged employees to do the same.

The FTX Group received audit opinions on consolidated financial statements from two accounting firms, one for the U.S.
subsidiaries (Armanino LLP) and one for the Caribbean subsidiaries (Prager Metis) ®
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JutTor Blood In olicon Valiey: from fheranos 1o
[nanatos

2003

Elisabeth Holmes founded
Theranos, a healthcare startup. The
“Edison” device was supposed to
do around 200 tests from just a few
drops of blood. A disruptive the first time for Theranos to go
innovation-to be for the healthcare public. The previous years no news
world. were retrieved about the firm.

2014

Fortune announced that the
company had 500 employees,
raised $ 400 million in equity sales
and was valued at $ 9 billion. It was

2016 - 2017

The Centers for Medicare and Medicaid
Services (CMS) found that the lab in
Newark, CA, is a threat to patient
health. Many claims were raising from
patients as well.

Theranos settled with CMS and
Partner Fund Management (PEM).

2004 - 2013

2018 - Today

Raised money from known venture T. Shultz (whistleblower) agreed to be
capitalists and investors (H. Kissinger, B. a confidential source, helping J.
DeVos, L. Ellison, T. Draper, R. Murdoch, Carreyrou. The WSJ published a
etc,), which aim was to have high ROI in damning report. In the meanwhile,
the short term. Ramesh Balwani became Theranos Board of Directors included

The SEC charged Holmes and Balwani
accusing them of raising more than $700
min through an elaborate fraud, making
false statements about the company’s
technology, business and financial

President and COO-Director and Theranos
announces Walgreens partnership to go
fast on the market, before other potential
competitors.

politicians, member of the government
and of the army and Elizabeth Holmes
could take all the decisions by herself,
having 50% of shares

performance. They were indicted on 11
counts of fraud and conspiracy. She
has been sentenced to 11+ years in
prison and demanded to pay $800 min.

KPMG
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Jutor Blood In licon Valiey: from fheranos 1o

[nanatos

e dominant CEO and 50% stake;

medical experts.

» Supported by well known investors;

 low profile adopted at the beginning did not |
raise any concern for about 10 years; i

* board of Directors included politicians and
military advisors rather than professionals and

What did go wrong?

o

Theranos represents a
story of greed and
blind hope and should
be a cautionary tale for
risk managers and

* ventures capitalists, financial partners and
investors who demanded hyper-growth and
immediate value;

:

]

]

]

]

:

]

; * maintain the “Silicon Valley hero” status;

]

E * competitors trying to enter the new market.
I
]
]

* bringing a “world change”;

| * democratize the American healthcare sector;
'+ she still declares she did nothing wrong

L

The corporate culture

was one of fear and

secrecy, not one of
transparency and
commitment to a

conversation around

Inaccurate test
results of patients.
Misleading
demonstrations and
information about

technology developed
to investors and

oy
Lack of strong Internal
Controls; collusion
between the Founder
and CEO Elisabeth
Holmes and her ex-
boyfriend, the COO
Ramesh Balwani.

©

Example of why a strong code
of conduct and a speak-up
culture are important to help
prevent a situation where one
feels the need to be a
whistleblower; Tyler Shultz
decision to blow the whistle

compliance. Employees
who raised concerns were
marginalized or fired.

Insurers. stakeholders. Only 1

test approved by FDA

has been hugely important in
the Theranos case.
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-OPA Overview

The “Foreign Corrupt Practices Act” (FCPA) is an United States Federal Law and was enacted for the purpose of making
it unlawful for certain classes of persons and entities to make payments to foreign government officials to assist in
obtaining or retaining business.

Who is
Covered by
the FCPA?

“Issuers” and their
officers, directors,
employees, agents, and
shareholders;
“Domestic concerns”
and their officers,
directors, employees,
agents, and
shareholders;

Certain persons and
entities, other than
issuers and domestic
concerns, acting while
in the territory of the
United States.

What is
covered?

Payments intended to
induce or influence a
foreign official to use his or
her position “in order to
assist ... in obtaining or
retaining business for or
with, or directing business
to, any person”

Examples: winning a
contract, influencing the
procurement process,
circumventing the rules for
importation of products,
gaining access to non-
public bid tender
information, etc.)
Exception: facilitation
payments

«Anything
of value»

Bribes can come in
many shapes and sizes
and so the statute
prohibits the corrupt
“offer, payment, promise
to pay, or authorization
of the payment of any
money, or offer, gift,
promise to give, or
authorization of the
giving of anything of
value to” a foreign
official.

Criminal
penalties

Business entities up to
2million for each
violation of the ABC
provisions and up to
$25million for each
violation of the
accounting provisions
Individuals up to $250k
and imprisonment for up
to 5 years for each
violation of the ABC
provisions and up to $5
million and imprisonment
for up to 20 years for
each violation of the
accounting provisions
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Anything of value

You cannot offer, pay, promise to pay, or authorize to pay or offer, money or “anything of value”.

Payments of personal travel expense

Making political contributions

Excessive entertainment expenses

Offering employment for relatives
of the official

Lavish gifts

Making tuition payments for the benefit
of the official or his/her relatives

Extending favorable loan terms

Doing personal favour

Making charitable contributions
at the request, or in the name of an official

0006

900 600

Other employee opportunities

m © 2022 KPMG Advisory S.p.A., an Italian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
Limited, a private English company limited by guarantee. All rights reserved
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Fraud RISk Management: stratedic oDjectives

Risk Management is “a process...designed to identify potential events that may affect the entity, and manage risk to be
within its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives” (COSO ERM-
Integrated Framework: Executive Summary,2004). It involves:

Effective Fraud Risk Management:

0@

Ensures Sends aclear Enhances the Promotes Demonstrates a
compliance with message that organization’s goodwill with sound business
certain laws and fraudulent public image and other strategy to

regulations actions will not reputation organizations and employee and
be tolerated the general public third parties
m © 2022 KPMG Advisory S.p.A., an ltalian limited liability share capital company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 46
Limited, a private English company limited by guarantee. All rights reserved.
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[aud RISK Management: Prevention, Detection and
RESPONSE

PREVENTION DETECTION RESPONSE

Board / Audit Committee overview P

Prevention

Executive and line management functions

Internal Audit, compliance and monitoring functions

— Fraud and misconduct risk assessment — Hotlines / Whistleblowing arrangements

in place and effective

— Internal investigation protocols

— Code of conduct and related standards — Enforcement and accountability

. — Auditing and monitorin rotocol
— Policy and Procedures uditing and monitoring profocols
— Pro-active forensic data analysis — Disclosure protocols

— Employee and third-party Due Diligence

— Communication and training

- . — Internal and external communication
— Process-specific fraud risk controls

N E—

1
1
]
]
1
1
1
1
]
]
1
1
: — Remedial action protocols
]
]
1
1
1
1
]
]

b e e
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