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Contents

The present document is aimed to:

Give an overview of the Risk Management framework

Illustrate an ERM model 

1

2

../Personal/video/G1358186.MP4


Page 3

Context

The recent turmoil in the international economic scenario has increasingly revealed the weaknesses of Risk
Management and Internal Control Systems. This scenario is characterized by:

► Sudden fluctuations in demand

► Volatility of financial markets

► Strong regulatory measures of Supervisory Authorities

► Financial collapses of world-leading companies

► Risk governance models were generally built around regulatory compliance requirements,
and operate through a series of uncoordinated controls and systems

Old
Risk Governance

Model

The ability of each player to comprehend and manage risks is critical in order to identify and

exploit opportunities.

To formulate and implement successful strategic decisions within complex ecosystems,

operators must therefore ensure that their Risk Management Model is efficient and

constantly updated.

Context 

Evolution



Page 4

What is a risk?

Risk can be defined as:

► Any event or action that could influence the achievement of Company’s 
objectives.

► This definition highlights risk as an uncertainty of an outcome which can 
relate to either a threat (downside) or an opportunity (upside).

../OneDrive - EY/Desktop/CARLO/Personal/video/G1358186.MP4
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Importance and Benefits of Enterprise Risk Management (ERM)

ERM is a
framework of
systematic
management
practices to
assess and
monitor risk

Systematic 
management 
practices:

• To improve the
way that the
risk is managed

• Supported and
enabled by the
appropriate
risk
management
framework

Minimizing threats

Maximizing opportunities

1

2
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Risk Management
Regulatory framework

Below the main normative requirements for the definition and implementation of Risk Management Models.

International Organization for Standardization (the most important globally recognised organization for
definition of technical standards) issued the following reports:

►ISO 31000:2018, Risk management – Principles and guidelines and related standard

Committee of Sponsoring Organizations of the Treadway Commission (worldwide organization for the
development of frameworks and guidelines in the field of Enterprise Risk Management, Internal Audit and
Anti-Fraud) issued the following reports:

2013

Coso Report - Internal Control -
Integrated Framework (2013 Edition)

Coso Report - Internal Control - Integrated Framework (1992 Edition)

Framework with which companies can evaluate the degree of reliability of their
Control System

1992

2004

Coso Report - Enterprise Risk Management - Integrated Framework

Framework focused on Enterprise Risk Management contents

2006

Coso Report - Internal Control over Financial Reporting

Detailed study of questions related to financial reporting 2017
2018

Coso Report – ERM 2017  
Integrating with Strategy and 

Performance 

Coso Report –
ERM (2018) 

Environmental, 
Social and 

governance-
related risk
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Strategic: 

These objectives are 
high level and are 
aligned with an 
entity’s mission.

ERM is oriented to achieving an entity’s objectives, set forth in four categories:

Compliance: 

These objectives 
refer to an entity’s 
need to comply with 
applicable laws, 
regulations and 
procedures.

Operational: 

These objectives 
refer to the effective 
and efficient use of 
resources.

Financial: 

These objectives 
surround an entity’s 
need for financial 
sustainability.

Business Objectives
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Risk Universe

Legal
Regulatory

Code of
conduct

Planning & 
resource 
allocation

Mergers,
acquisitions &
divestitures

Market 
dynamics

Governance

Liquidity
& creditAccounting 

& reporting

Capital
structure

Physical
assets

Information
technology

Hazards

People/HR

Supply
chain

COMPLIANCE

STRATEGIC

FINANCIAL

OPERATIONS

Major 
initiatives

Communica-
tion 

& investor 
relations

FINANCIAL

Sales & 
Marketing

Tax

Revenue 
cycle

The results of business targets analysis and underlying risks are used to define the Risk Universe of the Company.

Market 

Risk Identification
Risk identification - Risk Universe
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Risk 
categories

Legal or administrative sanctions, financial losses or reputational damage as a 
result of violations of laws, regulations or self-regulations.

These risks include Liquidity risk, Credit risk, risks of financial
markets, risks relating to the accuracy and integrity of
communications to the market and generally risks associated with
Financial Management. Accuracy of Financial information
communicated externally and within the company.

Threats to the current competitive position of the Company and the
achievement of strategic objectives, resulting from operating context, inadequate
or untimely decision making in relation to the competitive and dynamic business
context, exposure to exogenous factors.

Risks that derive from inadequacy or malfunction of business
processes, because of the ineffective and inefficient use of
resources.

STRATEGIC

COMPLIANCE

FINANCIAL

OPERATIONS

Risks can be classified as follows:

Risk Identification
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Risk Radar

► Compliance threats
originating in politics, law, 

regulation or corporate 
governance

► Strategic threats
related to 
customers, 
competitors and 
investors

► Financial threats risks 
relating to the 
accuracy and integrity 
of communications to 
the market and 
generally risks 
associated with 
Financial Management

R
is

k
 R

a
d
a
r

► Operational threats
impacting the 

processes, systems, 
people and overall 

value chain of a 
business

Below is an example of Risk Radar

Brand and Reputation

Socio –Political risk

Revenue Leakage

IT Security/Access/Privacy

Labor law

Corruption
Interest rates

Stock options
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Exercise

Categorize the following risks by source

UnGuard Delivery is located downtown adjacent to a federal building in a
major U.S. city.
Yesterday, a terrorist car bomb exploded just outside the federal
building, completely destroying both the federal building and UnGuard’s
headquarters.
Virtually all of UnGuard’s top management, including its top 25
salespeople, were killed in the blast. It was unusual for such a
concentration of key employees to be present at UnGuard’s
headquarters, but they were hosting a special event in their largest
meeting room, which was closest to the location of the bomb.

E
v
e
n
t 

1

The stock market went down 25% and has remained there for the past
year. Aside from the fact that Shop-and-Spend had 100% of their assets
in equities, business is down. People are not shopping as much lately.
The gloomy economic projections have not improved since the day they
were announced by the government the morning of the market crash.
People have less disposable income.

E
v
e
n
t 

2

Risk category

Operational

Strategic

▪ Economic

▪ Disaster

Financial

▪ Market
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Risk Management
ERM Model
Below the Enterprise Risk Management cycle:

Assure the 
completeness of all 
relevant possible 

threats 

Assure the 
accountability of risk 
and process owners

Assure priority of 
relevant risks and 
timeliness of the 

mitigation actions

ERM  principles
A B C

Integrated 
Risk Management

Monitor

Business  objectives 
& Process mapping

Assess

Report

Identify

Response

Provide holistic and 
targeted views of risk to 
support efficient 
management decision 
making

Analyze risk trends and  
monitor status of risk 
mitigation plans 

Determine risk response and 
perform risk treatment; 
remediation or acceptance

Identify potential risks by 
performing analysis of internal 
and external exposures

Assess identified 
risks against  risk 
rating criteria
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Risk Assessment
5x5 matrix

0 1 2 3 4 5

1

2

3

4

5

Probabilidade

Im
p

a
c
to

High Risk

Medium Risk

Low Risk

Residual
Risk

Inherent
Risk

Controls / 
Managerial

Actions

Further
mitigating
actions / 
ACTION 
PLANS

Target 
Risk
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h
e
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n
t
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k
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k
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R
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k
The assessment of risk, based on the product of likelihood and impact, allows to place the same on a 5 x 5 risk
matrix, classifying it as "High", "Medium", “Low".

Risk is defined as a function of likelihood and impact at inherent level, on the basis of qualitative and
quantitative variables (when available). COSO defines Inherent Risk as the risk to an entity in the absence
of any actions management might take to alter either the risk’s likelihood or impact.

Assessment of Residual Risk is more intuitive, as it considers the Current Risk value, taking into
consideration the effect of mitigation achieved by current controls.

It is necessary to implement further mitigation actions in order to reach the Target Risk, which is s the
amount of risk that an entity prefers to assume in the pursuit of its strategy and business objectives. In
this context, it should be considered also the possible cumulative effect of risks related to each other.



Page 14

The following figure shows the curves of Risk Appetite and Risk Tolerance in function of which the values of Risk are
measured, in order to determine the need to implement additional mitigation actions to achieve the Target Risk.

This area identifies a level of risk 
exposure that could potentially affect 
business continuity (“risk capacity”)

Risk Assessment
Risk Appetite and Risk Tolerance

Residual
Risk

Inherent
Risk

Controls / 
Managerial

Actions

Further
mitigating

actions

Target 
Risk
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Below an example of parameters and drivers for the likelihood and impact evaluation in order to determine inherent
risk level.

IMPACT VERY HIGH (5) HIGH (4) MEDIUM (3) LOW (2) NEGLIGIBLE (1)

Economic … ….

Potential damage caused 

by the event between

1,5% and 2,5% of FCF

Potential damage caused 

by the event between

0,5% and 1,5% of FCF

Potential damage caused 

by the event lower than 

0,5% of FCF

Q
u

a
li
ta

ti
v
e
 D
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rs

Operational

Threat to business 

continuity.

Very negative impact on 

the achievement of 

objectives.

…

Impact over 5-6 business 

processes.

Negative impact on goals 

achievement.

..

Impact over 3-4 business 

processes.

Medium impact on goals 

achievement.

…

Impact over 1-2 business 

processes.

…..

Negligible impact on 

goals achievement.

Negligible impact on 

services quality.

Reputation

Very high potential 

impact on the image and 

on the national and 

international reputation

High potential impact on 

the image and on the 

national and 

international reputation

Moderate potential impact 

on the image and on the 

national and 

international reputation

(for example, relevance in 

the national level press)

Low potential impact on 

the image and on the 

reputation in Italy (for 

example, relevance in the 

national level press)

Negligible potential 

impact on the image and 

on the reputation

Compliance

High potential 

administrative sanctions 

and criminal penalties

for companies and 

individuals

High potential 

administrative sanctions

Medium sized potential

administrative sanctions

Small sized potential

administrative sanctions

Negligible sized potential

administrative sanctions

LIKELIHOOD VERY LIKELY (5) LIKELY (4) MODERATE (3) UNLIKELY (2) REMOTE (1)

Uncertain context

It is expected that the 

event / risk will occur 

frequently during the 

coming year

It is expected that the 

event / risk will occur 

several times during the 

coming year

It is expected that the 

event / risk will 

sometimes occur during 

the coming year

It is expected that the 

event / risk will occur 

frequently during the 

next 3 years

It is expected that the 

event / risk will not occur 

frequently during the 

next 3 years

Predictable

context

The event / risk occurred

very frequently during 

the last year

The event / risk occurred

several times during the 

last year

The event / risk 

sometimes occurred

during the last year

The event / risk 

sometimes occurred

during the last 3 years

The event / risk did not 

occurred during the last 

3 years

Measurable

context

The event / risk occurs in 

more than 50% of cases

The event / risk occurs 

between the 20% and 

50% of cases

The event / risk occurs 

between 5% and 20% of 

cases

The event / risk occurs 

between 1% and 5% of 

cases

The event / risk occurs in 

less than 1% of cases

5 10 15 20 25

4 8 12 16 20

3 6 9 12 15

2 4 6 8 10

1 2 3 4 5

L
ik
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Unlikely

Remote

Moderate

Likely

Very likely

Impact

P
a
ra

m
e
te

rs
 a

n
d
 e

v
a
lu

a
ti

o
n

 d
ri

v
e
rs

Inherent risk level

𝑹𝑰 = 𝑳𝑰 × 𝑰𝑰

Risk Assessment
Inherent risk
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Controls and managerial actions can be evaluated according to the three layers described below:

Organization: in terms of roles and responsibilities, functional segregation of duties, powers of
attorney and delegation of authority, expertise/skills, behaviors.

Processes: in terms of activities, controls and procedures (including directives, policies,
guidelines and operating instructions).

Technology: in terms of Information Technology Systems, IT controls aimed at supporting business
processes.

Level  ** Organization Processes Technology

Controls 

/Managerial

actions totally 

adequate

(0,80)*

• Organizational structure, roles and

responsibilities formally defined and constantly

updated

• Staff with appropriate skills

• Staff behavior compliant with laws and

regulations

• Procedures that are formalized, adequate

• Presence of documented control activities

• Existence of a process of continuous

monitoring

• Presence of adequate information flows to

support the decision-making

• Technology properly implemented and

maintained

• IT Controls included and documented in the

processes

• Full alignment of system capabilities to

business needs

Controls 

/Managerial

actions partially 

adequate

(0,40)

• Organizational structure, roles and

responsibilities partially defined and updated

• …

• ….

• Procedures on consolidation / formalization

• Control activities partially documented

• Existence of a monitoring process at

occurrence

• …

• Technology sometimes not properly

implemented, with performance not always

adequate to the expectations

• …

• …

Controls 

/Managerial

actions to be

adapted

(0,05)

• Organizational structure, roles and

responsibilities are not defined

• ….

• …

• Not formalized procedures

• Control activities are not documented

• ….

• ….

• Technology is not properly implemented, with

inadequate performance expectations

• …

• …

* The choice of the maximum value of 0,80 (and not 1) reflects the need to maintain the assessment consistent with the
probabilistic concept of risk: as appropriate as the control can be, it never reduces the risk of 100%.

Risk Assessment
Identifying existing monitoring tasks 
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The assessment of Residual Risk is performed through a calculation algorithm that acquires as inputs the values of
likelihood and Impact that characterize Inherent Risk and, based on the assessment of controls / mitigation actions in
place, transforms in outputs the residual values of likelihood and impact through which calculating the Residual Risk:

𝑹𝑹 = 𝑳𝑹𝒆𝒔𝒊𝒅𝒖𝒂𝒍 × 𝑰𝑹𝒆𝒅𝒊𝒔𝒖𝒂𝒍

The expected benefit from the implementation of all
applicable controls / managerial actions results in a
reduction of inherent impact (II) and/or inherent
likelihood (LI) (see annex 1):

𝑳𝑹 = 𝑳𝑰 − ∆L
𝑰𝑹 = 𝑰𝑰 − ∆𝑰

Risk Assessment
Residual risks

𝑳𝑪 = 𝑳𝑰 − ∆𝑳 = 𝑳𝑰 − (𝑳𝑰× 𝜶) = 𝑳𝑰 × (𝟏 − 𝜶)
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Risk Management
ERM Model
Below the Enterprise Risk Management cycle:

Integrated 
Risk Management

Business  objectives 
& Process mapping

Assess

Identify

Identify potential risks by 
performing analysis of internal 
and external exposures

Assess identified 
risks against  risk 
rating criteria

Response

Determine risk response and 
perform risk treatment; 
remediation or acceptance
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Risk Response
Strategies 

1
Accepting the risk means that while you have identified and analyzed it,
you take no action. You simply accept that it might happen and decide to
deal with it if it does.

Accept

2Mitigate

Take mitigation actions that help reduce the likelihood of the occurrence
or the severity of the impact.

3Avoid

This includes not performing an activity that could carry risk. (e.g. by
closing down a particular high-risk business area)

You can choose not to take on the risk by avoiding the actions that
cause the risk.

4Transfer
Transfer risks to an external agency (e.g. an insurance company)

Transference is a risk management strategy that isn’t used very often and tends
to be more common in projects where there are several parties. Essentially, you
transfer the impact and management of the risk to someone else

Once risks have been identified and assessed, all techniques to manage the risk fall into one or
more of these four major categories

Risk response is a cyclical process. 
As circumstances are always changing, monitoring and review of the framework ensures continual 

improvement of the framework.
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Based on these considerations, the Target Risk is
calculated as follows:

𝑹𝒕 = 𝑳𝒕 × 𝑰𝒕

in which Lt e IP are calculated based on the same
algorithm used for Residual Risk, applying the
assessment of controls to Inherent Risk.

For Residual Risks higher than a threshold deemed acceptable, further mitigation actions can be
defined in order to reach the desired level, Target Risk

It is necessary to:
▪ Define any further mitigation actions together with Risk Owner and related timing of

implementation
▪ Assess the adequacy of the set of controls (i.e. controls in place, to which adding the further

mitigation actions).

Risk Response
Mitigate Risk

2Mitigate
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Risk Management
ERM Model
Below the Enterprise Risk Management cycle:

Integrated 
Risk Management

Monitor

Business  objectives 
& Process mapping

Assess

Report

Identify

Response

Analyze risk trends and  
monitor status of risk 
mitigation plans 

Determine risk response and 
perform risk treatment; 
remediation or acceptance

Identify potential risks by 
performing analysis of internal 
and external exposures

Assess identified 
risks against  risk 
rating criteria
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The monitoring process consists in keeping the evolution of risk under constant observation.
The KRIs monitoring allow to verify that the level of risk does not exceed the tolerance threshold, due
to ineffective controls / action plans which would require intervention for their reinforcement.

Risk Monitoring

Limite 
crítico

"Critical" limit: the result of the indicator exceeds the established limit and
should be considered particularly risky, based on the expectations and level
of acceptability established;

“Alert" threshold, above which the indicator should be carefully monitored
because its level is higher than the one considered normal;

Below the "alert" threshold, the value recorded is not considered

significant, because is within the limit established.

Limite 
de 

alerta

Any significant variation in relation to the value obtained from previous periods (historical analysis) should be
analyzed. For example, if the indicator has improved, stabilized, or get worse compared to the current status.

The following monitoring activities should be performed for an effective KRI measurement:

1. Identification of the data set and calculation criteria;
2. Data elaboration / extraction;
3. Analysis of data;
4. Analysis of results and exceptions.

The KRI measurement should be compared to the following limits:
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ERM Model

Below is the Risk Management cycle:

ERM cycle

Risk Monitoring

Identification of the strategies
and objectives defined by
Management both at the Group
level and the Division level in
order to create and preserve
value for the Stakeholders.

Risk Assessment, performed
by Management through the
use of assessment tools
according to Impact and
Likelihood of occurrence
parameters.

Identification, by Management,
of risks (Risk Universe) that
can potentially threaten the
achievement of company
strategies and objectives;
definition of the Group Risk
Framework.

Setting and dissemination of 
objectives

Risk Identification Risk Assessment

Definition of the risk response
strategies, by Management, on
the basis of the Risk
Assessment (e.g. avoid/reduce,
transfer, monitor, accept).

Risk Response

Periodic risk monitoring to
assess the operating
effectiveness of the defined risk
response activities.

Reporting

Information flows for continuous
improvement of processes and
systems to safeguard the
company from risks.
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Risk Management
Risk analysis and its impact - Risk levels
A good Risk Management System does not require the total elimination of risks, but a coherent and
systematic management of them. At each stage of Company’s life, it is necessary to know and
evaluate the Risk Capacity, the Risk Appetite, the Risk Tolerance, the Risk Target and the Risk Limit.

Strategic Compliance

Operations Reporting

Capital

Risk targets correlated to controls & authorities at the process level

Research &
development

Sales &
marketing

Procurement Manufacturing Distribution
Customer
support

Administration
& finance

Strategic goals

Aggregate risk level

Risk appetite correlated to risk category

Risk / Reward balance

Risk tolerance correlated to business plans and metrics

Amount and type of risks that a 
Company is able to support for the 

achievement of objectives

Risk Capacity

Amount and type of risks that a 
Company is willing to accept for 
the achievement of objectives

Risk Appetite

Level of maximum risk that the 
Company is willing to take with 

regard to the four risk categories

Risk Tolerance

Level of risk that the Company 
intends to take in order to reach 

individual business goals

Risk Target

Range within which each Risk 
Target can swing

Risk Limit
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“Risk comes from not knowing what you are doing”

Warren Buffett, economist 
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Annexes
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Following an example of the Residual Risk calculation algorithm that could be adopted:

𝑹𝑹 = 𝑳𝑹 × 𝑰𝑹

in which, the expected benefit from the implementation of all applicable controls / managerial actions results in a function of the
reduction of inherent impact (∆I) and/or inherent likelihood (∆L)

𝑳𝑹 = 𝑳𝑰 − ∆𝑳 = 𝑳𝑰 − (𝑳𝑰× 𝜶) = 𝑳𝑰 × (𝟏 − 𝜶) 𝑰𝑹= 𝑰𝑰 − ∆𝑰 = 𝑰𝑰 − (𝑰𝑰× 𝜷) = 𝑰𝑰 × (𝟏 − 𝜷)

 and β are the coefficients of the adequacy of the set of controls and have a range of associable values between 0 e 0,80*.

𝜶 = (
𝑨𝑶𝒓𝒈𝒂𝒏𝒊𝒛𝒂𝒕𝒊𝒐𝒏+𝑨𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝒆𝒔+𝑨𝑻𝒆𝒄𝒉𝒏𝒐𝒍𝒐𝒈𝒚

𝑵𝑳
) 𝜷 = (

𝑩𝑶𝒓𝒈𝒂𝒏𝒊𝒛𝒂𝒕𝒊𝒐𝒏+𝑩𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝒆𝒔+𝑩𝑻𝒆𝒄𝒉𝒏𝒐𝒍𝒐𝒈𝒚

𝑵𝑰
)

Where:

▪ N = number of layers considered as applicable for risk mitigation (Organization, Processes, Technology), with effect in terms of
likelihood reduction or with effect in terms impact reduction. Nmax = 3;

▪ A = assessment on the adequacy expressed by the evaluator for each class of controls for each layer, with effect in terms of
likelihood reduction, considering them as equivalent;

▪ B = assessment of the adequacy expressed by the evaluator for each class of controls for each layer, with effect in terms impact
reduction, considering them as equivalent.

Annex 1
Residual Risk calculation
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Projection of impacts on EBIT - EV - EQV, with logic of stock
exchange multiples (for listed companies)

► CALCULATION OF EFFECTS ON EBIT

► PROJECTION ON ENTERPRISE VALUE 
(STOCK EXCHANGE MULTIPLES MODEL )

► EVALUATION AND CALCULATION OF 
EFFECTS ON NFP

► ESTIMATE OF INDIRECT IMPACT OF 
EQUITY VALUE RISK  RESULTING FROM:

o REPUTATIONAL DAMAGES

o EFFECTS RESULTING FROM 
COVENANT VIOLATION

VA = C1 (1+i 1 )
+

C2 (1+i 2 )
+

C3 (1+i 3)
+
…

The projection of the impact on Net Profit, NFP and
on the expected flows allows you to update the
Expected Value of cash flows (e.g. Time horizon
assumed Industrial Plan)

Analysis of the impact on cash flow ("worst scenario“ approach )

Qualitative application of risk assessment by assigning a severity score to
impact and probability drivers, according to uniform and shared logics

Mixed 
methods

STOCK EXCHANGE MULTIPLES MODEL CASH FLOW SCENARIOS MODEL 

Quantitative 
methods

QUALITATIVE SCORING

Qualitative 
methods

Application of the @Risk methodology for assessing the potential loss (through
detection of time series or estimate of loss data). Methodology applicable to
operational risk assessment

OPERATIONAL VALUE@RISK (Net Risk evaluation)

The following are, as an example, some techniques that can be used for risk assessment.

Annex 2
Risk Assessment Methodologies
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Annex 3
Business objectives and initiatives

Link Objective / Key 
Business Risk

Objectives analysis in 
line with the business 

model

Link Key Business Risk / 
business processes

The Risk Identification Process is closely related to the analysis of Company’s business targets.

Business Objectives and Initiatives Inherent Key Business Risks
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Business Processes

Expand Product Offering

Expand into New Markets

Maximize Return on Capital

Maximize Benefits
from Technology Investments

Achieve Cost Optimization

Optimize Operating Efficiency

Retain Top Performers

Operating 
Margins

Asset 
Management

Revenue and 
Market Share

Reputation 
and Brand

New Product 
Development

Gain New
Business 

/Marketing

Underwriting

Sales 
/Distribution

Claims 
Processing

Customer 
Support

Deliver Superior Customer Service

Provide High Quality Products

▪ Governance
▪ Planning & Resource Allocation
▪ Major Initiatives
▪ Mergers, Acquisition & Divestures
▪ Market Dynamics
▪ Communication &  Investor Relations

▪ Sales & Marketing
▪ Product Development
▪ People
▪ Information Technology
▪ Business Interruption
▪ Physical Assets

▪ Governance
▪ Code of Conduct
▪ Legal
▪ Regulatory

▪ Market
▪ Liquidity and Credit
▪ Accounting and Reporting
▪ Tax
▪ Capital Structure

Strategic

Operations

Reporting

Compliance
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Inherent Risk is

Potential event that will adversely affect organization

The risk after management takes action to reduce the impact or likelihood

Risk when management has not taken action to reduce the impact or
likelihood

Potential event with low impact and likelihood
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Which ISO standard is related to Risk management -
Principles and guidelines?

14000

31000

22301

None of above

Business Continuity Management

Environmental Management Systems

Risk management -- Principles and guidelines
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Who is responsible for managing risks within a company?

Risk Management function

IT Security department

Internal Audit

Risk owner
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Employee errors, or Systems failures. These are example of

Compliance risks

Financial risks

Operational risks

Preventive controls
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What is the major challange in implementing ERM?

Identifying executive sponsors of ERM

Establishing a common risk glossary

Implementing risk-ranking metholodogy

All of above
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The risk remaining after risk treatment, is called

Inherent risk

Risk monitored

Residual risk

Risk Assessment
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Examples of Risk Response Strategies are

Mitigate, Monitor, Control

Mitigate, Transfer, Avoid, Accept

Assess, Manage, Identify

All of above
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This is taking steps to eliminate risk

Transferring

Avoidance

Reducing

Assuming
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Risks related to aspects of health and safety in the 
workplace, are example of

Compliance risk

Operational Risk

Strategic Risk

None of above
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This is not an Effective Enterprise Risk Management

Improve resource deployment

Enhance enterprise resilience

Identify and manage risk entity-wide

Focus on Compliance Risks
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Amount and type of risk that an organisation is willing 
to take in order to meet their OBJs

Risk Tolerance

Risk Appetite

Risk Capacity

Risk Response



Page 42

A activity's role in risk management process can be

no role

Auditing the risk management process as part of the IA plan

Managing and Coordinating risk management process; Monitoring Activities

All of above
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Which of the following is a factor affecting Risk?

New personnel

New Information System

Rapid Growth

all are correct
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Which of the following are most directly designed to 
ensure that risks are contained?

Risk Management process

Control processes


