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This book deals with Internal Audit and Compliance, contributing to the widespread
culture of risk, through:

% concrete reference to the experience gained in this field,

the use of case studies.
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This contribution is rooted in organizational practices and, thus, it does not offer
mere theoretical speculations, which are usually found in basic research.

A contribution filtered through the lens of a group of practitioners under the
supervision of Fabio Accardi, an experienced manager, who is also involved in
several research and teaching programs in primary universities and professional
associations.

Series Editor’s Preface, Luigi Maria Sicca (pag. 16)

~~~~~




Better
PolLeles

Preface, Alessandro De Nicola (pag. 25)

An area of increasing importance for boards and which is
closely related to corporate strategy is oversight of the
company’s risk management. Such risk management
oversight will involve oversight of the accountabilities and
responsibilities for managing risks, specifying the types and
degree of risk that a company is willing to accept in pursuit of
its goals, and how it will manage the risks it creates through
its operations and relationships. It is thus a crucial
guideline for management that must manage
risks to meet the company’s desired risk
profile

Principle VI.D.1



Introduction, Vincenzo Atella (pag. 31)

[...] outsourcing, offshoring and just-in-time
systems have all helped to create savings but they
have also made businesses more vulnerable to
disruption — increasing reliance on joint
partnerships and franchises with extended supply
chains and dependency on third parties have also
led to some loss of control over reputations and

destinies. The dangers are exacerbated
by growing resource constraints and
escalating commodity prices — all too
often commodities, particularly food
and energy, are located in areas of

political instability. That insecurity is only
made worse by climate change becoming more
acute — and threaten to present more dangers

than either terrorism or organized crime. NO
business, small or large, can escape
these pressures.



This increased background wuncertainty and
volatility are exacerbated by the significant
structural changes that are occurring in the global
world.

Within a constantly and rapidly changing world,
people may find difficult to cope with this change,
to organize new working schemes and to manage
risk effectively. The first step is to realize
that change is constant and that risk
management is a process, not a

project. Risk assessment needs to be performed
continuously, and all strategies and tactics need to
be adapted in response to changes in risk. As a
reaction to this situation, since the early 2000s,
several industries and public institutions have
expanded their regulatory compliance rules to
scrutinize companies’ risk management plans,
policies and procedures (Rouse, 2016)

Introduction, Vincenzo Atella (pag. 31)




WORLD
ECONOMIC
FORUM

In a world where risks transcend
borders and sectors, the motivations
underlying the Global Risks report at

its inception in 2005 — to shed a
light on global risks and help
to create a shared
understanding of the most
pressing issues, the ways
they interconnect and their

potential impacts - are more
relevant than ever.

Some preliminary definitions of risk: the global risks report, Fabio Accardi (pag. 41)




Consistency between Mission, Vision and Strategies,
by analyzing: @

The Strategic context and the Reference Sector

N

Focus on Infrastructures

The Framework used for Risk Management

NS

ERM, according to a Risk-Based Approach

Framework used for the Internal Control System

N~

Internal Control — Integrated Framework




An integrated approach through:

O

The analysis of national and international regulatory in scope

D.Lgs. 231/2001, L. 190/2012,Antibribery, FCPA, ISO 37001

L TR T 11

Using Case Study and Pilot Projects - 13508 31
: d J N

Experience in International Corruption, Subsidiaries, Public *:' -
Services Companies “

An holistic view of integrated and computerized management

N

AntiCurruption & Fraud Program in the GRC system




Mission, vision, strategies: IA from a value-creation
perspective

IN THE PAST

Centric processes

Towards internal customers
(Management and Management)

Without clear links and information
flows with other assurance functions

7
0.0

On individual aspects of the procedure
/ policy

Assistance with administrative -
accounting services

Demand mainly from supervisory

bodies

NOW

Focused on the main risks

To all the actors / stakeholders
(internal and external stakeholders)

Integrated with the other functions of
assurance

The overall design of the system and
adequacy

Support of strategic (top risks) and
directional (aspects of operational,
financial and compliance)

Request by the operational
management and Top Management

preliminary definitions of risk: the global risks report, Fabio Accardi (pag. 44




The implementation of ERM provides the opportunity to identify the key risks that a company
is exposed to, and the ability to manage these risks strategically to increase the likelihood that
business objectives are achieved and shareholders’ investments are safe

The past several years have been

financially challenging and the changes Current scenario has been
seen in the international economy have ,
revealed the such as:
 Rapid fluctuations in demand;
Systems to business operators. + Innovation pressure;
Risk governance models have been * Strong regulatory measures of
typically built around regulatory Supervisory Authorities;
compliance requirements, and operate « Economic crisis and financial collapses
through a series of uncoordinated of world-leading companies
controls and systems, resulting The
to

implementing Enterprise Risk

Aligning RiSk Management (ERM).
with Strategy and Performance



Case Stlldy on ERM - carlo Nicoletti

ERM principles

Assure the Assure priority of
completeness of all relevant risks and
relevant possible timeliness of the

threats mitigation actions

Assure the
accountability of risk
and process owners

» |dentification of Process Model/Value Chain

» |dentification of roles and responsibilities

» ldentification and preliminary evaluation of risks

» Risks classification according to the macro reference category
(compliance, operations, strategic, financial) and qualification of
the economic - financial impact

ERM Model

» |dentification of controls

» Positioning of risks inside the matrix

» |dentification of priorities for action in terms of Assessment and
Action Plan




Companies’ information systems have become, in all areas, a strategic ‘production
factor’ and a major factor in creating value:

In this context, IT risk governance requires the identification, representation, and
assessment of risk factors, going beyond merely technical aspects and considering the
full scope of strategic impacts arising from the occurrence of such risks:

O
o @
IT RISK EVENTS

Failure to achieve business support and
development objectives through IT

Inefficient organizational set-up,
inadequate returns on investment, ReleVance Of
staff, and skills shortages
Shutdown of IT systems, accidental IT Audit

deletion of data, breaches of
confidentiality of information

Cyber — Security



Internal Auditing and HS Management System: The lessons provided by
the construction sector — Fabio Accardi and Roberto Rosato

Labor Health & Safety (HS) management s an area of priority concerns for all businesses-

Indeed,

it is particularly significant for entities operating within the construction sector,

especially for those involved in building major infrastructures and playing the key role of General

Contractor:

Many assurance providers, who

carry out auditing activities

Overlapping activities

Confusion in attributions

Lack of resources

Poor quality of assurance in terms of coverage
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CLEARLY DEFINE THE DISTINCTIVE FEATURES
that characterize the different assurance providers

organizational solutions
toa

COORDINATE AND SHARING INFORMATION,
in order to preserve the uniqueness of the internal control system to oversee the overall corporate risk

COMMUNICATION AND INFORMATION FLOWS among auditors as a key to the pursuit of the objectives of SYSTEMITY, ORGANIZATION,

COMPLEMENTATION AND SYNDROME OF ASSURANCE ACTIVITIES




Internal Auditing and HS Management System: The lessons provided by
the construction sector — Fabio Accardi and Roberto Rosato

The controls organization and the audits on the prevention system in order to search a
methodological approach to the integration of the MOG 237 and the SGSS5L certificate

Identification of contact points / common
objectives between MOG231 and SGSSL
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Case Study on Procurement Audit — Roberto Rosato

Procurement s the Process to obtain, through Contractual Agreement, Timely and Correct Delivery of Goods and
Services at Best Value for Money-

Reliability of

Sllpply Vendor Customer

PARTNERSHIP &
Cooperatio™

Total Cost

Correct Location

Procurement activities have always been considered very carefully by |A- Indeed, 100% of the annual audit plans for
private and public companies routinely include engagements with purchase-to-pay activities within the scope because
many of the risks and opportunities the company should deal with come from this area

/ ! . . \
2 i Organization’s strategy i
II A s . . . o ey . 4
/ N « On average, 60% of total costs of an organization depends directly on procurement activities, which
/ N consequently affect the company’s outcomes profoundly
II A [ . Y
/ N i Risk and Control Management i
. \ \ )
/, Strategic N « Procurement by third parties of goods (e.g., supplies) and services (e.g., works, rentals, advisories, etc.)
4 N represents, regardless of the business sector, a critical success process, where multiple and
;\’ b , heterogeneous risks intertwine and interrelate (i.e., strategic, operational, reporting, compliance, etc.)
A \ f \
2N Risk \ : Fraud Management i
\ s \ A\ 4
,/' Y N « Almost 80% of the most common fraud schemes involves at least one phase or function of the
/ N\ N procurement process
\ A { . 1
/ \ 5\ i Compliance i
4 \ \ \ 1
/  Compliance Fraud N « Almost all of the major binding legislations have direct impact on procurement governance and

; \ X organization.




Case Study on Procurement Audit — Roberto Rosato

Audit Procurement Focus

VALUE FOR MONK)

Are spending
Is there a balance | activities suitable in
between quality and | terms of reliability,
total costs of timeliness and
purchased items? completeness of
information flows?

Are Internal
Controls on
Procurement
proportionate to

procurement Are risk of fraud or
activities compliant | conflict of interests
with internal and Minimized?
external regulation?

By suggesting best practices for pro ccount profit targets (management
view) and those akeholder view)

ADDED VALUE




Russell and Bedford International

Business World Magazine, March 2017
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Taking a strategic approach
to risk management

Wheaen wee thimk of risk weae usually think of dangser ard the dhance of something bad happamina.
This themn gives you teo thirgs to consider: the likelihoocd of it happemning anmnd the potential

damage it may causs.

MMewvertheless, Mmost successful business people undeaerstand that taking risks is essential. They
al=0 understamd the premise that sk and rebtuarn wwork imn tandem: the higher the returm you're

loockimg for, thhe maore risk you meed o take.

Risk manmnagaemeaent and ts role ln
corporate goweaermamce

Thez vy wetwe ust defined risk Is relevant to the weay
we examine i in a8 strategic context ard howes voe deal
with 1t from a govwernance point of wiew,. In partkoalar,
once youtwe defimed your corpaorats misskon, stratsgles
arsd objscthess, wou must dentfy the risks that
threaten these= am=s and then decdde the steps you'l
take to midgate thase risks. Indeed, when you define
wour business strategles you must acthvely oonsider
wour appetibe for risk and bosws muoch risk you =re
prepar=ed 1o toderatae. afrer all, thear= 5 no point s=ttirg
a bsiness strategy or abjescthes If ywou are urrelling oo
boderate the risk you reeed 1o t=kes o Schikewe T

To dewslap the right risk manageEmsant and camtrod
processes it 5 wseful for all stakeboldars o disouss
the Issues and reflect on the man factors that wail
det=mmimns  your approach to risk managamsent.
In this =en=e, 1T 1= ImMmpeortant o consideEr  meodern
ermdronmeantal factors that reoew significartl y affect arny
appro=ch b sk management.

Theaze Induds:

TFadhreology

IT ard frawd related sk

Enviranm=ntal changss ard natwral disasters
mbernatcnal politkcs

Imbarest rabtes ard forsign exchange fluctustons
moorsistEnt eneroy supplies

Urrcertain employment markosts

Busin=ss Talluras

These risk factors hawe kd companies toc mManags
riskk n @ more systematic and Interdisciplinary waay
usireg complementany arsed albemathee salutdons o the
traditicnal ones, which mersly transferred rdsk o the
INSwWrancs sechor using Irsuraros polikdes.




Russell and Bedford International
Business World Magazine, March 2017

An ewvobring international regulatory
framework

Ewohing international regulation may =se  neaw
oorporate gosernance rules aimed at improwving the
transparency of performance indicators and related
risk facbors.

The perception of the imternational political and
fimancial community supports this view. In its 2015
Global Risks Report, the WWorld Economic Foram (8NEF
stated:

Teenivr @ weorld whers nsks anscend! bovolers and'
sectors,  the mothEations wrdenianing the Gilobad! Riskcs
report St ity fmoepdiornr an 2005 — o shed a bghit o
giiodsal risks amd! hedp o oreate a shiared wederstanding
off the most pressing msses, thewaps they frferoovmrect
and their pofentisd mpacts — are more relsvant than
= =

Enwironmental and political risks
dominate

Perhiaps unsurprisimghy. given the global fimandal oisis,
economic risk was at the forefront betasaen Z007
and Z014. In 2015, economic rsk tock a3 back seat
in fawowr of:

- Potemntizal water shorteges
- Global spread of infectious disease
- WWeapons of mass destruction

- Aegiocnal conflicks and wwars
- Failure to deal with climate change.

Managing risk im a global context

Thesse Ezuwes are sufficienty imeortant to makes
aszessing risk in a global comtext extremely relevant to
riskk and contral governance. An external environment
characterised more and more by an increasing lewel
of complexity results in 3 progressive broasdening of
perspective armong  those responsible for  internal
oontrols. This means youw muost fioows on your company's
long-term goals and the strategies youw intend o folkoww
by ansewering these tewo guestions:

1. Does your business hawe the necessary resources
to pursue its goalks?

2. Does yowr organisatiomal structurs cortEin
the resources you need to follow your dhosen
=trategies?

Fut differently, modern-day risk management requires
your business processes to consstently respond bo,
and work towwards, your long-term business goals.

In conclusion, those wiho have to deal withh managing
riskk amd internal controls muost broaden their
perspective: 25 wwell as wunderstanding  individual
processes they must slso dewelop & deep understanding
of their busimess= policy and strategy.

This artide = besed on the first chapter of the book
Risk arvd Canrtrol Governance — a Yalue Creation
Perspective by Fabio Acocardi. part of the pantCong
ook series (genearsl editor Luigi Maria Sicca)
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.. modern-day risk management requires
yvour business processes o consistently
respond to, and work towvwards, your long-

term business goals.




MANAGEMENT

Governo

e controllo
dei rischi

Manuale per scelte consapevoli e sostenibili.
Metodologia, casi ed esemplificazioni

Fabio Accardi
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