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This book deals with Internal Audit and Compliance, contributing to the widespread
culture of risk, through:
v concrete reference to the experience gained in this field,
v the use of case studies.

This contribution is rooted in organizational practices and, thus, it does not offer
mere theoretical speculations, which are usually found in basic research.
A contribution filtered through the lens of a group of practitioners under the
supervision of Fabio Accardi, an experienced manager, who is also involved in
several research and teaching programs in primary universities and professional
associations.

Series Editor’s Preface, Luigi Maria Sicca (pag. 16)

Risk Culture and Compliance



An area of increasing importance for boards and which is
closely related to corporate strategy is oversight of the
company’s risk management. Such risk management
oversight will involve oversight of the accountabilities and
responsibilities for managing risks, specifying the types and
degree of risk that a company is willing to accept in pursuit of
its goals, and how it will manage the risks it creates through
its operations and relationships. It is thus a crucial
guideline for management that must manage
risks to meet the company’s desired risk
profile

Principle VI.D.1

Risk Management and Corporate Governance

Preface, Alessandro De Nicola (pag. 25)



[…] outsourcing, offshoring and just-in-time
systems have all helped to create savings but they
have also made businesses more vulnerable to
disruption – increasing reliance on joint
partnerships and franchises with extended supply
chains and dependency on third parties have also
led to some loss of control over reputations and
destinies. The dangers are exacerbated
by growing resource constraints and
escalating commodity prices – all too
often commodities, particularly food
and energy, are located in areas of
political instability. That insecurity is only
made worse by climate change becoming more
acute – and threaten to present more dangers
than either terrorism or organized crime. No
business, small or large, can escape
these pressures.

The Risk in Globalized Society

Introduction, Vincenzo Atella (pag. 31)



This increased background uncertainty and
volatility are exacerbated by the significant
structural changes that are occurring in the global
world.
Within a constantly and rapidly changing world,
people may find difficult to cope with this change,
to organize new working schemes and to manage
risk effectively. The first step is to realize
that change is constant and that risk
management is a process, not a
project. Risk assessment needs to be performed
continuously, and all strategies and tactics need to
be adapted in response to changes in risk. As a
reaction to this situation, since the early 2000s,
several industries and public institutions have
expanded their regulatory compliance rules to
scrutinize companies’ risk management plans,
policies and procedures (Rouse, 2016)

Regulatory Compliance

Introduction, Vincenzo Atella (pag. 31)



In a world where risks transcend 
borders and sectors, the motivations 
underlying the Global Risks report at 
its inception in 2005 – to shed a 
light on global risks and help 
to create a shared 
understanding of the most 
pressing issues, the ways 
they interconnect and their 
potential impacts – are more 
relevant than ever.

The Global Risks Report

Some preliminary definitions of risk: the global risks report, Fabio Accardi (pag. 41) 



The Strategic context and the Reference Sector

Focus on Infrastructures

The Framework used for Risk Management

ERM, according to a Risk-Based Approach

Framework used for the Internal Control System

Internal Control – Integrated Framework

Consistency between Mission, Vision and Strategies, 
by analyzing:



The analysis of national and international regulatory in scope

D.Lgs. 231/2001, L. 190/2012,Antibribery, FCPA, ISO 37001

Using Case Study and Pilot Projects

Experience in International Corruption, Subsidiaries, Public 
Services Companies

An holistic view of integrated and computerized management

AntiCurruption & Fraud Program in the GRC system

An integrated approach through:



Mission, vision, strategies: IA from a value-creation 
perspective

Some preliminary definitions of risk: the global risks report, Fabio Accardi (pag. 44) 



Case Study on ERM - Carlo Nicoletti

The implementation of ERM provides the opportunity to identify the key risks that a company
is exposed to, and the ability to manage these risks strategically to increase the likelihood that
business objectives are achieved and shareholders’ investments are safe

The past several years have been 
financially challenging and the changes 
seen in the international economy have 

revealed the weaknesses of Risk 
Management and Internal Control 

Systems to business operators.
Risk governance models have been 

typically built around regulatory 
compliance requirements, and operate 

through a series of uncoordinated 
controls and systems, resulting in a lack 

of functionality to the needs of 
performance-based analytical 

prediction and monitoring

Current scenario has been 
characterized by exogenous factors, 

such as:
• Rapid fluctuations in demand;

• Innovation pressure;
• Strong regulatory measures of 

Supervisory Authorities;
• Economic crisis and financial collapses 

of world-leading companies
The focus on business, operations, 
performance planning and control 
have become the core elements for 

a structured approach to 
implementing Enterprise Risk 

Management (ERM). Aligning Risk 
with Strategy and Performance



Case Study on ERM - Carlo Nicoletti



Companies’ information systems have become, in all areas, a strategic ‘production
factor’ and a major factor in creating value.
In this context, IT risk governance requires the identification, representation, and
assessment of risk factors, going beyond merely technical aspects and considering the
full scope of strategic impacts arising from the occurrence of such risks.

IT RISK EVENTS

Failure to achieve business support and 
development objectives through IT
Inefficient organizational set-up, 

inadequate returns on investment, 
staff, and skills shortages

Shutdown of IT systems, accidental 
deletion of data, breaches of 

confidentiality of information
Cyber – Security 

High 
Exposure to 

Strategic, 
Management 
and Project 
level Risks

Relevance of 
IT Audit

Case Study on IT Auditing - Alessandro Salibra Bove



Internal Auditing and HS Management System: The lessons provided by 
the construction sector – Fabio Accardi and Roberto Rosato

Labor Health & Safety (HS) management is an area of priority concerns for all businesses.
Indeed, it is particularly significant for entities operating within the construction sector,
especially for those involved in building major infrastructures and playing the key role of General
Contractor.

CLEARLY DEFINE THE DISTINCTIVE FEATURES 
that characterize the different assurance providers

COORDINATE AND SHARING INFORMATION, 
in order to preserve the uniqueness of the internal control system to oversee the overall corporate risk

COMMUNICATION AND INFORMATION FLOWS among auditors as a key to the pursuit of the objectives of SYSTEMITY, ORGANIZATION, 
COMPLEMENTATION AND SYNDROME OF ASSURANCE ACTIVITIES

Many assurance providers, who 
carry out auditing activities

Risk
Ø Overlapping activities
Ø Confusion in attributions
Ø Lack of resources
Ø Poor quality of assurance in terms of coverage

Need to take 
organizational solutions 

to a



The controls organization and the audits on the prevention system in order to search a
methodological approach to the integration of the MOG 231 and the SGSSL certificate

Finalità ultima:
Miglioramento 
continuo delle 
prestazioni 
aziendali HSE

Focus su rischi 
insiti nel ciclo 
produttivo

Finalità ultima:
Minimizzazione del 
rischio di condotte 
che configurino 
violazioni

Focus su diligenza 
organizzativa” dei 
soggetti 
responsabili di 
attuare ai vari 
livelli le misure in 
materia di salute e 
sicurezza

Au
di

t H
SE

Audit 231

The identity of the 
programmatic objectives 

allows advantageous 
opportunities for 

integration

Identification of contact points / common 
objectives between MOG231 and SGSSL1

Condivisione 
della  

pianificazione 
delle attività, de 

programmi 
lavori  e dei 

risultati

Acquisizio
ne e 

condivisio
ne di 

metodolo
gie

Rapida 
attivazione 

e 
ridefinizio

ne dei 
flussi 

informativi

Identifying the objectives in order to demarcate the 
various audit activities that insist on SGSL2

Internal Auditing and HS Management System: The lessons provided by 
the construction sector – Fabio Accardi and Roberto Rosato



Case Study on Procurement Audit – Roberto Rosato

Procurement is the Process to obtain, through Contractual Agreement, Timely and Correct Delivery of Goods and
Services at Best Value for Money.

Procurement activities have always been considered very carefully by IA. Indeed, 100% of the annual audit plans for
private and public companies routinely include engagements with purchase-to-pay activities within the scope because
many of the risks and opportunities the company should deal with come from this area

Strategic

Compliance

Risk

Fraud

Organization’s strategy
• On average, 60% of total costs of an organization depends directly on procurement activities, which 

consequently affect the company’s outcomes profoundly

Risk and Control Management
• Procurement by third parties of goods (e.g., supplies) and services (e.g., works, rentals, advisories, etc.) 

represents, regardless of the business sector, a critical success process, where multiple and 
heterogeneous risks intertwine and interrelate (i.e., strategic, operational, reporting, compliance, etc.)

Fraud Management
• Almost 80% of the most common fraud schemes involves at least one phase or function of the 

procurement process

Compliance
• Almost all of the major binding legislations have direct impact on procurement governance and 

organization.



Case Study on Procurement Audit – Roberto Rosato

Audit Procurement Focus 

Are Internal 
Controls on 

Procurement 
proportionate to 

risks?

Is there a balance 
between quality and 

total costs of 
purchased items?

Are spending 
activities suitable in 
terms of reliability, 

timeliness and 
completeness of 

information flows?

Are the 
procurement 

activities compliant
with internal and 

external regulation?

Are risk of fraud or 
conflict of interests 

Minimized?

By supporting management in identifying and assessing risks of the procurement activity and 
consequent design of internal controls

By reviewing operating modes for identification, planning 
and satisfaction of needs

By suggesting best practices for procurement that take into account profit targets (management 
view) and those of Conformity (stakeholder view)
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