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Agenda

| - IT GOVERNANCE

IT evolution, objectives, roles and process model of an IT governance framework

Il - IT RISK MANAGEMENT

Risk context, key elements of an IT Risk management framework, risk and measure
examples

lll - IT AUDIT CASE STUDY

Approach, planning and results of a real IT audit activity
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Section | - IT GOVERNANCE

Main references adopted

IT evolution

IT governance definition and objectives
Governance enablers

Governance roles

Process reference model
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IT governance

Main references adopted

—+SACA COBIT

Trust in, and value from, information systems
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IT governance

IT evolution
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IT governance

D oHs N =

Why IT Governance?

High-quality information
Business value
Operational excellence
IT-related risk

Costof IT

Compliance
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IT governance

“... the responsibility of the board of directors and executive

‘ ,SA cA@ management. It is an integral part of entrprise governance
and consist of the leadership and organisational structures and
Trust in, and value from, information systems

processes that ensure that the organisation’s IT sustains

and extends the organisation’s strategies and objectives.»
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IT governance

«2. The management body should ensure that financial

European institutions have adequate internal governance and internal

Banking
Aoty control framework in place for their ICT and security risks.

The management body should set clear roles and
responsibilities for ICT functions, information security risk

management, and business continuity [...]»
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IT governance

Drivers for IT Governance Activities

Business T
(Base: 384) (Base: 450)
Avoiding negative incidents 10.3 8.9% 11.6%
Managing costs 20.1 19.8% 20.4%
Ensuring that current T functionality is 379
aligned with current business needs ' 35.4% 40.0%
Increasing agility to support future 116
changes in the business : 12.5% 10.9%
Achieving better balance between innovation 95
and risk avoidance to improve retumn ; 9.4% 9.6%
Complying with industry and/or 85
governmental regulations ' 11.2% 6.2%

0% 20% 40% 60%

ITGI - Global Status Report on the Governance of Enterprise IT
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IT governance

COBIT Governance objective

AMEWORK

Stakeholder
Needs

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optlmlsa’ﬂc}n Optimisation
~0 - o

MACFIN

MANAGEMENT CONSULTANTS 11




IT governance

G

OBI'l

SACA®* FRAMEWORK

Governance enablers

2. Processes

3. Organisational
Structures

%

1

4. Culture, Ethics
and Behaviour

~

1. Principles, Policies and Frameworks

5. Information

6. Services,
Infrastructure

and Applications

Resources

. People,
Skills and
Competencies
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IT governance

European

Banking
Authority

Governance enablers

«158. Financial institutions should identify, establish and maintain
updated mapping of their business functions, roles and
supporting processes to identify the importance of each and

their interdependencies related to ICT and security risks.

16. In addition, financial institutions should identify, establish
and maintain updated mapping of the information assets
supporting their business functions and supporting
processes, such as ICT systems, staff, contractors, third
parties and dependencies on other internal and external

systems and processes [...]»
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IT governance

COBIT Governance roles

AN ISACA®* FRAMEWORK

4 Roles, Activities and Relationships N
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IT governance

European

Banking
Authority

Governance roles

«4. The management body has overall accountability for
setting, approving and overseeing the implementation of
financial institutions’ ICT strategy as part of their overall
business strategy as well as for the establishment of an
effective risk management framework for ICT and security

risks.»

MACFIN

MANAGEMENT CONSULTANTS

15



IT governance

COBIT

SACA* FRAMEWDORK

Process reference model

I
G Business Needs

I{f
Governance

2
Management

<

L+

Evaluate

Management Feedback

JAL
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IT governance

Processes for Governance of Enterprise IT COBI'1

Evaluate, Direct and Monitor AN ISACA® FRAMEWORK

EDMO1 Ensure
Governance EDMO2 Enzure
Framework Setting Benefits Delivery
and Maintenance

EDMD4 Ensure EDMOS Ensure
Resource Stakeholder

EDMO3 Ensure
R Upitiniaztion Ciptimisation Transparency

Align, Plan and Organise Monitor, Evaluate
and Assess

APOO1 Manage AP004 Manage APOOS Manage APOOT Manage

the rFrr;-l”Ellggg?r t erpri Innovation Budget and Costs Human Resources

MEAQ1 Monitor,
Evaluate and Assess
Performance and
APODS Manage APO10 Manage APO11 Manage AP012 Manage APO13 Manage Conformance
Relationships Suppliers Quality Risk Security

Build, Acquire and Implement

BAID3 Manage BAIO5 Manags BAIDT Manage
%‘:“El:%ﬁ?: Solufions Oroanisational Change
[?eﬁniﬁm |dentification Change Acceptance and MEADZ Monitor
and Build Enablement Transitioning Evaluate and Assess
the System of Intemnal
Control

BAIN Manage BAIO10 Manage
Azzgls Configuration

Deliver, Sery

MEAD3 Monitar,
D5502 Manage D5505 Manage DS506 Manage Evaluate and Assess
Service Requests Security Business Compliance With
and Incidents i Process Controls External Requirements

Processes for Management of Enterprise IT




IT governance

pi
DSS02 Manage Service Requests and Incidents
Process Description
Provide timely and effective response to user requests and resolution of all types of incidents. Restore normal service; record and fulfil user requests; and
record, investigate, diagnose, escalate and resolve incidents.
Process Purpose Statement
Achieve increased productivity and minimise disruptions through quick resolution of user queries and incidents.
The process supports the achievement of a set of primary IT-related goals:
IT-related Goal Related Metrics
04 Managed [T-related business risk » Percent of critical business processes, [T services and [T-enabled
business programmes covered by nsk assessment
» Number of significant [T-related incidents that were not identified
in nisk assessment
 Percent of enterprise risk assessments including [T-related risk
* Frequency of update of risk profile
07 Delivery of IT services in line with business requirements * Number of business disruptions due to IT service incidents
» Percent of business stakeholders satisfied that [T service delivery meets
agreed-on service levels
* Percent of users satisfied with the quality of IT service delivery
Process Goals and Metrics
Process Goal Related Metrics
1. [T-related services are available for use. » Number and percent of incidents causing disruption to
business-critical processes
* Mean time between incidents according fo [T-enabled service
2. Incidents are resolved according to agreed-on service levels. * Percent of incidents resolved within an agreed-on/acceptable penod
of time
3. Service requests are dealt with according to agreed-on service levels * Level of user satisfaction with service request fulfilment
and to the satisfaction of users. » Mean elapsed time for handling each type of service request




IT governance

So, why COBIT ?

FRAMEWORK

isaca.org/cobit




Section Il - IT RISK MANAGEMENT

Key points of context
Risk / IT risk definitions

IT risk categories

Risk scenario structure and risk factors
Risk scenario and response examples
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IT risk management

s L~

Key points of context

IT as a key element for creating value
Regulations govern information technology
Growing need to manage risks related to IT

IT risk management requires to address the full scope of
strategic impacts
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IT risk management

International
Iso Organization for
Standardization

COBI'T

'y European
% = Banking
I" Authority

Risk / IT risk definitions

RISK

Risk is the combination of the probability of an event and its consequence.
Consequences are that enterprise objectives are not met.

INFORMATION and related Technologies (IT) RISK

IT risk is a business risk, specifically, the business risk associated with the use,
ownership, operation, involvement, influence and adoption of IT within an enterprise.
ICT and security risk

Risk of loss due to breach of confidentiality, failure of integrity of systems and data,
inappropriateness or unavailability of systems and data or inability to change

information technology (IT) within a reasonable time and with reasonable costs when
the environment or business requirements change (i.e. agility).

MACFIN
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WRORLD
ECONOMIC
FQRUM

Global Risks Report

The Global Risks

IT risk management

Global Risks Horizon

When will risks become a critical threat to the world?

M Economic 1@ Environmental @ Geopolitical

M Societal

M Technological

Landscape
% of respondents
Extreme weather 31.1% _
Livelihood crises 30.4% _
Climate action failure 27.5% —
Social cohesion erosion 27.5% _
L — Infectious diseases 26.4% _
Mental health deterioration 26.1% _
Cybersecurity failure 19.5% —
et 00% [N \
Digital inequality 18.2% _
Asset bubble burst 14.2% _ \
MACFIN
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ECW ﬁ%}LAEIC :
)
QNOM IT risk management

Global Risks Report Total Cryptocurrency Value Received
by Ransomware Addresses, 2013-2020
The Global Risks

Cryptocurrency value in millions of US$

Landscape
500
406.34
400
300
200
o 92.94
37.68
17.78 27.3 -
; 0.51 Tl 0.89 L
2013 2014 2015 2016 2017 2018 2019 2020
Currencies included: BCH, BTC, ETH, USDT
MACFIN
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More in particular, what is an IT Risk?

IT Governance enablers

1. People, skills

. 2. Processes
and competencies

4. Services,
3. Information Infrastructure and
Applications
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MANAGEMENT CONSULTANTS 25




IT risk management

COBI

IT risk categories

1. IT Benefit / Value Enablement
2. IT Programme and Project Delivery

3. IT Operations and Service Delivery

MACFIN
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IT risk management

IT-related Issues Experienced in the Past 12 Months

(BBal.:;s&'zi:n E%84) (Basg 450)

Increasing IT costs | | 38.7 41.9% 15 36.0% 20
Return on investment not as expected | [18.9 17.4% 20.2%
Serious operational IT incidents | 1176 21.1% 14.7%
* IT security or privacy incidents | |18.6 18.2% 18.9%
P"’?T“’S";rsv}'gghpfgsfég?; I | 28.5 28.9% 28.2%

Insufficient number of IT staff |34.4 28.9% 39.19, 157
Insufficient IT skills : |31.3 99 g9, 2N0 20.0%
Problems implementing new IT systems | 28.7 29.7% 27.8%
bus'%é’éssacsé‘?ﬁ.ﬁ‘i.‘i?y"?s?u%é [ 7 12.2% 14.9%
Don't know [] 2.0 2.9% 1.3%
Noneoftheabove | 144 13.5% 15.1%

0% 20% 40% 60%

ITGI - Global Status Report on the Governance of Enterprise IT
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Risk assessment process

So, how can | assess IT risks?

1. Risk 2. Risk 3. Risk

identification analysis evaluation

MACFIN
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Risk assessment process

European
Banking

Authority

ICT and security risk management framework

«10. Financial institutions should identify and manage their ICT
and security risks. [...] ensure that all risks are identified,
analysed, measured, monitored, managed, reported and
kept within the limits of the financial institution’s risk appetite
[...]

11. Financial institutions should assign the responsibility for
managing and overseeing ICT and security risks to a
control function [...] ensure the independence and
objectivity of this control function by appropriately segregating

it from ICT operations processes. [...]»

MACFIN
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IT risk management

COBI' Risk scenario structure

!lna_tTm
* Accidental
* Emror
* Failure
* Nature
» External requirement

Actor

:htamal (gﬂn , contractor) SN Risk Scenario

business partner, regulator, market)
MACFIN
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IT risk management

COBL

Risk sub-Category

1. Projects portfolio establishment
and maintenance

2. Programme/projects life cycle
management

3. IT investment decision making

4. IT expertise and skills

5. Staff operations (error and
malicious intent)
6. Information (data breach:

damage, leakage and access)

7. Architecture (architectural vision
and design)

8. Infrastructure

9. Software

Risk scenario examples from COBIT

Cobit Ref

There is duplication between initiatives.

There is an IT project budget overrun.

The wrong software, in terms of cost, performance, features, compatibility, etc.,
is selected for implementation.

There is a lack of or mismatched IT-related skills within IT, e.g., due to new
technologies.

Hardware components were configured erroneously.

Portable media containing sensitive data (CD, USB drives, portable disks, etc.) is
lost/disclosed.

The enterprise architecture is complex and inflexible, obstructing further
evolution and expansion leading to missed business opportunities.

The systems cannot handle transaction volumes when user volumes increase.

Intentional modification of software leading to wrong data or fraudulent actions.

0102

0202

0302

0401

0508

0603

0701

0802
0906

MANAGEMENT CONSULTANTS
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IT risk management

COBI'l Risk scenario examples from COBIT

Cobit Ref

Business does not assume accountability over those IT areas it should, e.g.,
10. Business ownership of IT functional requirements, development priorities, assessing opportunities through 1001
new technologies.

11. Supplier

selection/performance, contractual Support and services delivered by vendors are inadequate and not in line with 1103

compliance, termination of service the SLA.

and transfer

12. Regulatory compliance There is _ non-compliance with regulations, e.g., privacy, accounting, 1201
manufacturing.

[ Ipfrastructure S o Destruction of the data centre (sabotage, etc.) occurs. 1403

destruction

14. Malware Regularly, there is infection of laptops with malware. 1502

15. Logical attacks There is a service interruption due to denial-of-service attack. 1602

16. Industrial action Facilities and building are not accessible because of a labour union strike. 1701

17. Acts of nature There is flooding 1905

MACFIN
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IT risk management

COBI'l Risk scenarios by category

IT Programme

and Project Delivery la-l;]g) gzﬁisensDelivery

RISK
SCENARIOS Cybersecurity
36%
IT Benefit / Value
Enablement
87%
Others
MACFIN
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IT risk management

COBI'T Risk response examples from COBIT

\e

P
sa‘“ Risk sub-Category Risk responses (Cobit Processes) Cobit Ref

1. Projects portfolio establishment and

: Prioritise resource allocation. APO06.02
maintenance
% AEEEMmSPEEss 1D Gek Maintain a standard approach for programme and project management. BAIO1.01
management
3. IT investment decision making Manage stakeholder engagement. BAIO1.03
4. IT expertise and skills Plan and track the usage of IT and business human resources. APOOQ07.05
& : _Staff_ SEELENS (Bl e Manage contract staff. APOOQ07.06
malicious intent)
& Mo (CEi SEEEs CRMEEE: Ensure traceability of Information events and accountabilities. DSS06.05
leakage and access)
e Arch_ltecture EIEIEELE] VS Define reference architecture. APO03.02
and design)
8. Infrastructure Monitor and scan the technology environment. APO04.03
9. Software Evaluate, prioritise and authorise change requests. BAI06.01
MACFIN
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IT risk management

COBI'l Risk response examples from COBIT

Risk Category Risk responses (Cobit Processes) Cobit Ref

10. Business ownership of IT Monitor and report service levels. APO09.04

11. Supplier selection/performance,
contractual compliance, termination of Monitor supplier performance and compliance. APO10.05
service and transfer

12. Regulatory compliance Identify external compliance requirements. MEAQ3.01
13. Infrastructure theft or destruction Manage physical access to IT assets. DSS05.05
14. Malware Monitor the infrastructure for security-related events. DSS05.07
15. Logical attacks Monitor IT infrastructure. DSS01.03
16. Industrial action Identify key IT personnel. APOO07.02
17. Acts of nature Exercise, test and review the Business Continuity Plan. DSS04.04
MACFIN
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Section lll - IT AUDIT CASE STUDY

IT audit approach

Audit scope and planning

Risk assessment

Audit areas

Methods adopted

Audit report and improvement points

Key points

MACFIN
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IT audit - Case study

IT audit approach

1. Overall analysis

2. Effective checks

)

3. Search of logic vulnerabilities

MACFIN
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IT audit - Case study

Audit scope

1. Main foreign branches of a leading company in the industrial sector

2. Company has 20 foreign branches on several continents

MACFIN
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IT audit - Case study

Information system audited

Applications:
v Tenders

== v" Design
lﬁg v Production

v/ Support processes
Audited

. branches Ea
i

EE

Headquarter

MACFIN
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IT audit - Case study

Audit planning

1. Preliminary survey 2. Risk assessment 3. Audit plan

v Documentation analysis v IT systems v Audit areas
V" Interviews v IT management processes v Checks

MACFIN
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IT audit - Case study

Risk assessment

PURPOSE

1. Identify and assess IT risk 2. Define the audit program

MACFIN
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IT audit - Case study

Risk assessment

Taylor-made
check-list

IT Risk
assessment
process

Audit support

Real-time results

MACFIN
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IT audit - Case study

Risk assessment

Category | Riss | @ | @ | &

The enterprise architecture is complex, obstructing further
evolution and not supporting the business priorities

IT Architecture
There is a lack in IT staff recruiting process

There are insufficient IT HR to cover the business requirements.
IT expertise and skills

There is an overreliance on key IT staff

There are insufficient skills to cover the business requirements. —

There is extensive use of end-user computing for important
information (ex. Excel), leading to security deficiencies,
inaccurate data or increasing costs

Software
There is a lack in IT training/support/user's guide for new
application software or software release
Information Data are lost, inaccessible or corrupteq (e.g. backup media is lgst
or backups are not checked for effectiveness; data are modified
management

intentionally).

There is a failure/overbudget/delay in IT project delivery
IT Project Portfolio

AT B Competing resources are allocated and managed inefficiently and

are misaligned to business priorities



IT audit - Case study

Risk assessment

IT benefit/value enablement risk

IT risk category

IT operations and service delivery risk

assessment

results I'T programme and project delivery risk

MACFIN
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IT audit - Case study

Audit areas
e
m— X 1. System administrators DSS05.04
— 2. Management of users and authorisations DSS05.04
o x 3. Software licensing management BAI09.05
4. Security of IT workstations DSS05.03
5. Electronic signature DSS05.06

MACFIN
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IT audit - Case study

Methods adopted

Analysis of company regulations
Surveying practices and IT systems

Process walk-throughs

A\

Verifying IT system

MACFIN
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IT audit - Case study

Audit report

1. Methods used to plan and carry out the activities

2. Improvement points

3. Suggestions for action

MACFIN
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IT audit - Case study

Scope 1. System Administrators

The audits carried out on AdS (System Administrators) underlined as follows:

- The contract documents do not clearly define:

- the name of operative AdS;

- the scope of activity of each AdS.

» Some Administration accounts not registered to any name have been found; in particular, 4 collaborators
acting as AdS use all the same account "Administrator”.

<The AdS have no restrictions as to the creation of password (minimum length of and characters forming
the password).

Audit results

Audits R Outcome / Significance
Sample

In the contract documents:

The subject-matter aspects are not defined in

-Identificatiop gf operative AdS by name; Contract documents. the Cait it doeuments Mediym

*Scope of activity of each AdS. : High
Based on the audit carried out in the local

Existence of only name-registered List of users includes domain it appeared that 4 collaborators of the

administrator accounts in the centralized in the "AdS" company acting as AdS use all the same account Sedhitim

authentication system used at the branch- authentication group "Adminisfcrator«, coptrarily to the provisions of High

office (local domain). of the local domain. the Policy governing the use of corporate

information-technology systems.

MACFIN
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IT audit - Case study

s LD~

Improvement points

Contractual definition of System Administrators
Use of shared folders
Inventory of software in use

Traceability of new user requests

MACFIN
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IT audit - Case study

s LD~

Critical factors

Co-existence of local and central IT systems
Outsourced IT administration
Temporary nature of the production sites

Specific needs of each production site

MACFIN
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DISCUSSION

Risk identification

MACFIN
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Discussion

GDPR

‘In assessing the appropriate level of security account shall be taken in particular of the

risks that _are presented by processing, in particular from accidental or unlawful

destruction, loss, alteration, unauthorised disclosure of, or access to personal data

transmitted, stored or otherwise processed.”

Assessing the risk connected to personal data security — see a requirement of
the EU General Data Protection Regulation — which are the risk scenarios to
consider among the ones detailed in the following slide?

MACFIN
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Discussion

GDPR

“In assessing the appropriate level of security account shall be taken in particular of the risks that are

presented by processing, in particular from accidental or unlawful destruction, loss, alteration,

unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.”

Risk Category Cobit Ref

1. Portfolio establishment and
maintenance

There is duplication between initiatives. 0102

2. Programme/projects life cycle There is occasional late IT project delivery by an internal development

management department. 0203

3. IT investment decision making Redundant software is purchased. 0304

4. IT expertise and skills There is a lack of or mismatched IT-related skills within IT, e.g., due to new 0401
technologies.

o .S.t 2 _operatlons (Eer e Hardware components were configured erroneously. 0508

malicious intent)

6. Information (data breach: Portable media containing sensitive data (CD, USB drives, portable disks, etc.) is 0603

damage, leakage and access) lost/disclosed.

e Archlt_ecture BN DB E] e There is a failure to adopt and exploit new infrastructure in a timely manner. 0703

and design)

8. Infrastructure The systems cannot handle transaction volumes when user volumes increase. 0802

Which are the risk scenarios to consider? 53
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