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Course Description 
This class explores the social, legal, cultural, and ethical implications of technology – social networks, 
apps, connected devices, algorithms, artificial intelligence and other new and evolving technologies have 
a profound impact on human culture and interactions. Contrasting perspectives are offered in the 
readings and explored through lectures, student presentations, and online discussion. Special attention is 
given to issues of privacy and security, as the management of our online persona becomes more 
challenging and complex. 
Living in a networked world generates significant, tangible benefits to the economy and to society as a 
whole, but at the same time it raises various social and ethical concerns which, while not always tangible 
or easy to measure, should be taken into consideration. In this course, we will study the privacy and 
security implications of various technologies, how to address them – both via further technological 
advances and regulation – as well as other ethical issues associated with them. We will discuss (potentially) 
privacy-intrusive and privacy-enhancing technologies, and what their respective properties and 
capabilities are; issues of commercial and government surveillance; recent developments in regulation; 
pros and cons of artificial intelligence-enabled product, service personalization, and algorithmic decision 
making. This course will give you a holistic view of privacy and security issues in the world of “big data.” 
 
Teaching Method  
The course is based on lectures introducing students to a variety of topics related to the impact of 
technologies on society. Students actively collaborate and cooperate in their learning through group 
discussions, presentations, forums. Much of the content to be discussed is drawn from current or recent 
news, as ethical issues (both ordinary and extra-ordinary) of newer and older technologies abound in 
everyday life. Some topics to be covered are listed below, but students may collaborate in selecting topics 
of interest, suggesting to skip or add some.  
 
Schedule of Topics 
  

Topic 1 Privacy, Security, Anonymity 
Topic 2 Privacy Intrusive Technologies 
Topic 3 The Internet of Things 
Topic 4 Privacy Enhancing Technologies 
Topic 5 Non-Government Surveillance, Targeted Advertising 
Topic 6 Government Surveillance 
Topic 7 Hacktivism 
Topic 8 Research Ethics 
Topic 9 Personalization and the Filter Bubble 
Topic 10 Ethics of Algorithms and Artificial Intelligence 
Topic 11 Ethics of Information Dissemination 
Topic 12 Net Neutrality 
Topic 13 Privacy Regulation 
Topic 14 Privacy and Online Social Networks 

 
 
 
 
 



Textbook and Materials 
There is no required textbook – all reading material will be made available in digital format at the 
beginning of class. In addition, each student will be assigned a book to read from the list below, and at 
the end of the semester everyone will present a final project inspired by the book. More on this in the 
Assessment section. 

List of books for the final project: 
Book of Anonymity, by Anon Collective 
Privacy is Hard and Seven Other Myths, by Jaap-Henk Hoepman 
The Voice Catchers, by Joseph Turow 
Living in Data, by Jer Thorp 
Atlas of AI, by Kate Cawford 
The New Breed: What Our History with Animals Reveals about Our Future with Robots, by Kate 
Darling 
The Shallows, by Nicholas Carr 
New Laws of Robotics, by Frank Pasquale 
The Black Box Society, by Frank Pasquale 
The Smarter Screen, by Shlomo Benartzi 
The Second Machine Age, by Erik Brynjolfsson and Andrew McAfee 
Machine, Platform, Crowd, by Andrew McAfee and Erik Brynjolfsson 
Obfuscation, by Finn Brunton and Helen Nissenbaum 
Data and Goliath, by Bruce Schneier 
Click Here to Kill Everybody, by Bruce Schneier 
A Dangerous Master, by Wendell Wallach 
Irresistible, By Adam Alter 
Streaming, Sharing, Stealing, by Michael Smith and Rahul Telang 
The Sharing Economy, by Arun Sundararajan 
Uberland, by Alex Rosenblat 
Automating Inequality, by Virginia Eubanks 
The Age of Surveillance Capitalism, by Shoshana Zuboff 
Permanent Record, by Edward Snowden 
Everything is Obvious, by Duncan Watts 
Superintelligence, by Nick Bostrom 
Dark Data: Why What You Don’t Know Matters, by David J. Hand 
The Ethical Algorithm, by Michael Kearns and Aaron Roth 
Artificial Unintelligence, by Meredith Broussard 
Algorithms of Oppression, by Safiya Umoja Noble 
Weapons of Math Destruction, by Cathy O’Neil 
 
Assessment 
This course involves many activities, some of them are recurring activities, others will only occur once. 
One-off activities: 

 Presentations. Tentatively each week one or two groups of students are assigned or volunteer to 
work on a presentation (no longer than 10 minutes) on one of the recommended (i.e., not required) 
readings. 

 Assignment. There will be one assignment this semester in the form of a long essay. It is an 
Information Diary, tentatively due on November 21. 

 Written exam. During the regular January exam session (short essay questions). 

 Final project. The final project is a creative effort based on a book you will be assigned to read. 
Being creative requires commitment and effort. Final projects can be research papers, stories, 
poems, cartoons, comics, videos, movies, paintings, board games, online games, websites, apps, 
hacking tools… pretty much anything creative you can think of. The topic of your final project 
needs to be based on the book you are assigned, and in your final paper you will explain how the 
book you read inspired your idea. You may work in groups of maximum 5 people but each of you 
must read the entire book, or else it would be impossible to follow along and understand the 
message the book sends. 

https://www.amazon.com/Book-Anonymity-Anon-Collective/dp/1953035302
https://www.amazon.com/Privacy-Hard-Seven-Other-Myths/dp/0262045826
https://www.amazon.com/Voice-Catchers-Marketers-Exploit-Feelings/dp/0300248032/ref=sr_1_1?dchild=1&keywords=the+voice+catchers&qid=1624548527&sr=8-1
https://www.amazon.com/Living-Data-Citizens-Better-Information/dp/0374189900/ref=sr_1_1?crid=23PFJ1XSN026R&dchild=1&keywords=living+in+data&qid=1624548678&sprefix=living+in+data%2Caps%2C326&sr=8-1
https://www.amazon.com/Atlas-AI-Kate-Crawford/dp/0300209576/ref=sr_1_1?crid=2Q0J1LI9OIL15&dchild=1&keywords=atlas+of+ai&qid=1624548805&sprefix=atlas+of+%2Caps%2C356&sr=8-1
https://www.amazon.com/New-Breed-History-Animals-Reveals/dp/1250296102/ref=sr_1_1?crid=1PTF5ZWLZS2PZ&dchild=1&keywords=the+new+breed&qid=1624548876&sprefix=the+new+breed%2Caps%2C331&sr=8-1
https://www.amazon.com/Shallows-What-Internet-Doing-Brains/dp/0393339750
https://www.amazon.com/New-Laws-Robotics-Defending-Expertise/dp/0674975227/ref=sr_1_2?crid=1D1C6ODQBC2GV&dchild=1&keywords=new+laws+of+robotics&qid=1624549016&sprefix=new+laws+of+%2Caps%2C332&sr=8-2
https://www.amazon.com/Black-Box-Society-Algorithms-Information/dp/0674970845
https://www.amazon.com/Smarter-Screen-Surprising-Influence-Behavior-ebook/dp/B00P891E4E
https://www.amazon.com/Second-Machine-Age-Prosperity-Technologies/dp/0393350649
https://www.amazon.com/Machine-Platform-Crowd-Harnessing-Digital/dp/B0731JY8M6/ref=sr_1_4?s=books&ie=UTF8&qid=1499736004&sr=1-4&keywords=the+second+machine+age
https://www.amazon.com/Obfuscation-Users-Guide-Privacy-Protest/dp/0262529866
https://www.amazon.com/Data-Goliath-Battles-Collect-Control/dp/039335217X
https://www.amazon.com/Click-Here-Kill-Everybody-Hyper-connected/dp/0393608883/ref=sr_1_1?s=books&ie=UTF8&qid=1546904780&sr=1-1&keywords=bruce+schneier
https://www.amazon.com/Dangerous-Master-Technology-Slipping-Control/dp/0465058620
https://www.amazon.com/Irresistible-Addictive-Technology-Business-Keeping/dp/1594206643
https://www.amazon.com/Streaming-Sharing-Stealing-Future-Entertainment/dp/0262034794/ref=pd_lpo_sbs_14_t_0?_encoding=UTF8&psc=1&refRID=274GX9H9F1S50GY8XNEZ
https://www.amazon.com/Sharing-Economy-Employment-Crowd-Based-Capitalism/dp/0262034573/ref=pd_sim_14_7?_encoding=UTF8&psc=1&refRID=ZZKZFZWKXB06N6BYY6D5
https://www.amazon.com/Uberland-Algorithms-Rewriting-Rules-Work/dp/0520298578
https://www.amazon.com/Automating-Inequality-High-Tech-Profile-Police/dp/1250074312
https://www.amazon.com/Age-Surveillance-Capitalism-Future-Frontier/dp/1610395697
https://www.amazon.com/Permanent-Record-Edward-Snowden/dp/1250237238/ref=sr_1_1?crid=3NZDT4P6H8YU0&dchild=1&keywords=permanent+record+edward+snowden&qid=1595534422&sprefix=permanent+record%2Caps%2C210&sr=8-1
https://www.amazon.com/Everything-Obvious-Common-Sense-Fails/dp/0307951790
https://www.amazon.com/Superintelligence-Dangers-Strategies-Nick-Bostrom/dp/0198739834/ref=sr_1_2?dchild=1&keywords=superintelligence&qid=1595534025&sr=8-2
https://www.amazon.com/Dark-Data-What-Dont-Matters/dp/069118237X/ref=sr_1_1?dchild=1&keywords=dark+data+why+what+you+dont+know+matters&qid=1595534169&sr=8-1
https://www.amazon.com/Ethical-Algorithm-Science-Socially-Design/dp/0190948205/ref=sr_1_1?crid=K47D638YCGBM&dchild=1&keywords=the+ethical+algorithm&qid=1595534313&sprefix=the+ethical+al%2Caps%2C249&sr=8-1
https://www.amazon.com/Artificial-Unintelligence-Computers-Misunderstand-World/dp/026253701X/ref=sr_1_1?crid=LU0RT4BM6BSW&dchild=1&keywords=artificial+unintelligence&qid=1595534564&sprefix=artificial+un%2Caps%2C202&sr=8-1
https://www.amazon.com/Algorithms-Oppression-Search-Engines-Reinforce/dp/1479837245/ref=sr_1_1?crid=QC492NX14MY6&dchild=1&keywords=algorithms+of+oppression&qid=1595534614&sprefix=algorithms+of%2Caps%2C211&sr=8-1
https://www.amazon.com/Weapons-Math-Destruction-Increases-Inequality/dp/0553418831/ref=sr_1_1?crid=23QXHFHDUTNNQ&dchild=1&keywords=weapons+of+math+destruction&qid=1595534675&sprefix=weapons+of+%2Caps%2C218&sr=8-1


At the end of the semester, you will have 10 to 15 minutes to present your final project during 
class: we will adjust our schedule so everyone or every group can present. 
 

Recurring activities: 

 Attendance. Students are expected to inform the instructor if they miss or expect to miss a class 
session for a good reason. As in other GG courses, 80% attendance is required. Active participation 
is required by all in discussions during class meetings; infrequent or low-quality participation will 
lower the final grade. 

 Key questions about readings. Be prepared to pose a question about the current reading or 
topic, and to discuss it, at each class meeting. Put thought into a question that would enrich our 
face-to-face inquiry into the week’s theme.  

 Weekly quizzes. For each topic, join the class prepared to answer a few multiple choice questions 
about the mandatory readings. 

 
Most simply: do every assignment given to you, and do it in a better-than-perfunctory manner, and you 
will get at least a B.  Do every assignment in a more-or-less excellent fashion, you will get at least an A-. 
In the table below, a grade percentage shows how grades will be distributed. The Instructor will be 
tracking your performance, but the numbers are not all there is to the story. Your grade will depend on 
the quality of your classroom participation, online group conversations, and demonstration of diligently 
engaging with the assignments and learning activities. You are also welcome to meet with the Instructor 
remotely to get a sense of how you are performing and to brainstorm ways to improve during the 
semester. The Instructor is always available via email to discuss the course, issues related to the course 
content, and your learning. 
 

Activities % on Final Grade 

Quizzes 10% 

Presentation 5% 

Assignment 15% 

Written Exam 35% 

Final Project 35% 

 
 

Office hours 
Contact email address: lbrandimarte@arizona.edu. 
Contact the Instructor via email to schedule remote meetings. 
 
 
NOTE: Erasmus or non Global Governance students who would like to attend one or more courses 
and take one or more exams need to contact the Secretariat of Global Governance by e-mail 
global.governance@uniroma2.it for registration and inform the Professor of the course. They are 
required to sign a code of conduct like all Global Governance students, accepting all values and rules. 
Please read it carefully before enrolling. 
Notice that attendance is required from the very first lesson and you need to attend at least 80% of the 
course to be considered an attending student. 
 
Non-attending students  
Students who do not attend lectures (class attendance below 80%) will take a mandatory written exam 
based on the course material and work on an individual final paper based on an assigned book. 
 
 

mailto:global.governance@uniroma2.it

